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Abstract
Due to recent advances in online communication technology, social networks have become a
vital avenue for human interaction. At the same time, they have been exploited as a target for
viruses, attacks, and security threats. The first line of defense against such attacks and threats—
as well as their primary cause—are social media users themselves. This study investigated the
relationship between certain personality factors among social media users—i.e., technology
acceptance of security protection technologies, self-efficacy of information security, and locus
of control—and their information security behavior. Quantitative methods were used to
examine this relationship. The population consisted of all students attending a public university
in Riyadh, Saudi Arabia, who used social media. Data were collected via an online survey of
the 559 participants. SPSS Version 21 was utilized to perform the statistical analysis. The
findings indicated that technology acceptance, perceived usefulness, perceived ease of use, and
self-efficacy had a major impact on the information security behavior of participants.
Regarding the moderating variable (locus of control), the relationship between technology
acceptance, perceived usefulness, perceived ease of use, and information security behavior was
moderated in favor of social media users with an internal locus of control. However, the
relationship between self-efficacy and information security behavior was moderated in favor of
social media users with an external locus of control.
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Chapter 1: Introduction
Information and communication technologies in the digital world have changed
profoundly. These technologies have broken down global barriers and national boundaries,
thus allowing communication and transfer of data worldwide regardless of time zones and
distances. There is an unprecedented amount of information people share, receive, and send
over the internet, and there is a remarkable eagerness on social media use as a means of
social communication (Castellon, 2011). Participation of social media users on its different
platforms is increasing exponentially. Social media sites attract millions of people to
communicate with their friends and family; have access to all types of content whether it is
audio, video, or written; and allow self-presentation and disclosure (Castellon, 2011; Gharibi
& Shaabi, 2012). Social media allows unheard voices to be heard and have the opportunity to
interact, express themselves, and build their own virtual world (Alberghini, Cricelli, &
Grimaldi, 2014).
There are many social media platforms at present and more are born every day with
an average penetration of 31% globally (Statista, 2016). According to Tella (2015), social
media can be divided into six main divisions: “social networks, bookmarking sites, social
news, media sharing, microblogging, and blog forms” (p. 3). In this research study, social
networks were the main social media category to be investigated. The terms social media and
social networks were used in this research interchangeably. Social networks include
Facebook, LinkedIn, WhatsApp, Twitter, YouTube, Email, and many others (Lin & Chung,
2015). In addition to attracting people to participate and communicate through their
platforms, social networks attract and give all kinds of businesses great opportunities to
communicate with social media users (Castellon, 2011). Facebook is the most popular social
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media platform with around 1.5 billion active users on a monthly basis (Duffett, 2015), while
Twitter’s active users are around a billion (Alberghini et al., 2014). Due to the popularity of
social media channels, there are special search engines such as Social Mention and
WhosTalkin. Those search engines help users find social media websites and links (Gharibi
& Shaabi, 2012). Social media gained its popularity for its ease of use and providing users
with unlimited space, thus allowing them to create and share content. Social media allows
users to create their own image and profile, facilitates their interaction and communication,
and motivates them to share their personal as well as professional information (Tella, 2015,
p. 3).
Despite all these benefits, there is a great concern about security and fear from spam,
phishing, virus, and malware spreading from social media platforms (Squicciarini,
Rajasekaran, & Mont, 2011). Most social media users are members in more than one social
media channel which increases their risk of security threats (Gharibi & Shaabi, 2012). Figure
1 shows the percentage of American internet-user adults who participate in one or more
social networks and how their percentage is increasing over the years from 2005 to 2015
(Perrin, 2015). Sometimes social media users are overwhelmed with information, neglecting
the use of available security protection measures and technologies. They become unaware of
security threats and attacks, thus exposing their information to the intrusion of security
borders (Garg, 2012).
Security measures and mechanisms, such as using firewall, antispyware, and antivirus
software along with strong passwords that are continuously changed, are highly
recommended to protect internet users and their personal information from damaging attacks.
Studies on information security have shown that most organizations devote a great amount of
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their resources to fight and restrict sophisticated security threats from attacking their
information systems (Shropshire, Warkentin, & Shaema, 2015).
76

65

7
2005

2010

2015

Figure 1. Percentage of American adults who use social networks (Perrin, 2015).
In spite of the awareness of information security breaches and vulnerabilities,
unfortunately, information security threats are expanding in type, recurrence, and severity
(Silic & Back, 2014). While in 2013 social media scams that were manually shared were 2%,
in 2015 they reached 76% (Symantec, 2016). Moreover, these “scams spread rapidly and
were lucrative for cybercriminals because people were more likely to click something posted
by a friend” (Zhao & Zhao, 2015). To mitigate external threats from social media, businesses
use filtering tools, systems to detect any possible intrusion, and antivirus and firewall
software (Cunningham, 2011). However, user behaviors associated with negligence of any
harm expose them and the information they share to a multitude of threats (Shropshire et al.,
2015).
There are many factors concerning social media users that affect their security
behavior on social media. Some users are very reserved about disclosing their information
and interacting on social media, while others are very open and do not have the least concern.
3

Both behaviors are not recommended. The reason is that social media became a crucial part
of our daily life and cannot be ignored. In the same time, neglecting the required precautions
to ensure security can lead to invasion of privacy and security breaches that can be mitigated
and avoided.
This research study examined how the factors, such as technology acceptance of
security protection technologies, self-efficacy of information security, and locus of control,
influence information security behavior of social media users in a university. Technology
acceptance of security protection technologies is measured by the perceived ease of use of
security protection technologies and its perceived usefulness of security protection
technologies for users. Self-efficacy of information security measures the level of confidence
of using social media and users’ “capabilities to exercise control over events that affect their
lives” (Bandura, 1989a, p. 59). Locus of control is used to measure “the perceived
relationship between actions and outcomes” and the ability to reinforce internal and external
control (Wilhite, 1990).
Furthermore, this study gathered data about the beliefs social media users have about
security and privacy on social media, their perceptions, and their compliance with security
measures, such as how often they change their passwords and privacy settings. The study
investigated the relationship between user’s technology acceptance of security protection
technologies, self-efficacy of information security, and locus of control and the frequency of
falling or not falling victim to security threats.
Statement of the Problem
The role of social media is to provide people with a medium to interact with others;
have access to all types of content whether it is audio, video, or written; and allow self-
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presentation and disclosure. Social media allows the voice of those who are not heard to have
the opportunity to interact, express themselves, and build their own virtual world (Alberghini
et al., 2014). Thus, there are many factors concerning social media users that affect their
security behavior on social media. There is inadequate research about the impact of
technology acceptance of security protection technologies, self-efficacy of information
security, and locus of control of social media users on their information security behavior.
This research study tackled and investigated these issues to contribute to the body of
knowledge.
Nature and Significance of the Problem
The outcomes of this research study will contribute to the body of knowledge and can
be a reference for information security savvy to understand the behavior of social media
users to find more effective security means that help them mitigate security attacks and
threats and enhance information systems to make them more powerful. The results of this
study can be used by organizations and governments to examine the relationship between
some personality factors, such as technology acceptance, self-efficacy, and locus of control
and social media users’ information security behavior.
The International Information System Security Certification Consortium, Inc. (ISC)²
is a non-for-profit organization, established in 1989, and works worldwide to educate and
certify security professionals. According to (ISC)²’s common book of knowledge (CBK),
“networks are vulnerable to threats and attacks. Large networks connect vast numbers of
users together, and in many networks there is no overt control over the types of devices that
users can connect to a network; hence, there is often little or no control over the nature of the
traffic that a user can transmit over a network” (Gregory, 2010, p. 344). There are many
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threats and attacks out there on online networks, and falling victim to one of them or being
saved from their damaging impact depends on many elements. One of these elements is
user’s information security behavior and how it is affected by other factors that control how a
user behaves when using social media.
Social media usage has increased extensively among all ages; however, it is pervasive
among young people and notable among older ones as shown in Figure 2. While about 12%
of young people between the ages of 18 and 29 used social media in 2005, this number has
increased dramatically reaching 90% in 2015 (Perrin, 2015).
Social Media Adoption Trends, by Age Group
2005-2015
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Figure 2. Social media usage by age (Perrin, 2015).
The advancement in information technology allowed users to collect, store, and share
information about people, social groups, or organizations. This information can be utilized to
generate profiles about these people, social groups, and organizations and make them subject
to surveillance and risk of privacy breach. All practices that involve disclosure of information
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on the internet can be destructive and may pose threats especially when information for one
context are disclosed to other untrusted parties (Ogutcu, Testik, & Chouseinoglou, 2016).
According to Fire, Goldschmidt, and Elovici (2014), social media users are
vulnerable to 84% of all online phishing attacks. Social media users are exposed to spammers
who create fake profiles and add comments to send spam messages. Twitter messages were
found to contain the most spam messages that represent 11% of its volume (Fire, Katz, &
Elovici, 2012). Location leakage is one of the threats that expose social media users,
especially those who use smartphones and were motivated to share their location
information. A study that examined threats caused by users’ behavior on social media
revealed that 20.1% of all Twitter messages contained information on what time people do
some of their activities and 12.1% included people’s location (Fire et al., 2014).
A study, conducted by a group of researchers that includes engineering professors and
graduate students at the University of California-Riverside, examining 40 million posts on
social media revealed that 49% of all users who were studied were exposed to one or more
socware posts within a period of 4 months (Rahman, Huang, Madhyastha, & Faloutsos,
2012a). In another study conducted by the same researchers on 111,000 applications, it was
found that 13% of these applications were malicious and had the ability to spread socware
(Rahman, Huang, Madhyastha, & Faloutsos, 2012b). Socware is a term coined and defined
by these researchers as “all criminal and parasitic behavior in online social networks,
including anything that annoys, hurts, or makes money off of the user” (Rahman et al.,
2012a, p. 3). The researchers designed a Facebook application called MyPageKeeper to fight
socware and protect users (Rahman et al., 2012a).
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Disclosure of sensitive and confidential information to third parties is considered a
transgression of integrity and a violation of security and privacy. This applies to social media
platforms where there is a vulnerability of multiple threats to privacy, information security,
and other network security issues such as worms, viruses, phishing, and identity theft (Huber,
Mulazzani, & Weippl, 2010). Figure 3 shows how privacy is invaded on social media and
how many users are not aware that their information on social media can be found on Google
search. It was found in a study that 80.1% of participants were not aware that their social
media platform can list them on Google, while 19.9% were aware of this fact. Also 16.3% of
the 80.1% who answered “no” have not read the privacy policy of their social network and
only 4.3% of the 19.9% who answered “yes” have not read the privacy policy (Asif & Khan,
2012).

90
80

16.3

70

■ Have

not read the privacy policy

60

■ Read

the privacy policy

50
40
30
20
10
0

4.3
63.8

15.6

No
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Figure 3. Social media users can be searched on Google (Asif & Khan, 2012).
Most social media participants are not aware of the possible threats they may
encounter online. They need to manage their social media accounts effectively by following
security policies and procedures identified for them (Shropshire et al., 2015). Sometimes
8

these users are uninformed about the unexpected consequences of disclosing information or
they are unaware that they are jeopardizing their privacy and security on social media. Users
may not realize the possible access to their private and identifiable information that they
usually include with excess. They are not knowledgeable about the privacy settings that may
be difficult to use. Accordingly, users usually accept the default privacy setting not knowing
that their profiles are exposed to everyone (Ahn, Shehab, & Squicciarini, 2011).
Social media participants should be aware of their vulnerability to online threats so
they can control their online behavior by avoiding constant information disclosure and
restricting access to their sensitive information to only trusted people. While third party
applications might impose threats to users’ profiles and personal information, a privacy-byproxy scheme can be utilized to conceal private information about users and keep it only
accessible to trusted people. Specific software could be used to protect users from
information disclosure to third party applications (McGrath, 2011). Users should change their
behavior on social media and learn how to accept requests only from trusted people (Ogutcu
et al., 2016).
This research examined some of the factors that impact user’s information security
behavior pertaining the use of social media platforms. This research adopted the theoretical
frameworks that analyze factors of technology acceptance, self-efficacy, and locus of control.
The following models and theories were found to be appropriate for this study: the
technology acceptance model (TAM; Davis, 1989), social cognitive theory (Bandura, 1989b),
and the social learning theory (Rotter, 1954). These theories have been extensively used in
the field of computer and information technology and in information security to examine

9

what factors of personality affect how users of social media perceive security and what
motivate them to take the appropriate measures of security (Shropshire et al., 2015).
Objective of the Research
The objective of this study is to examine the relationship between technology
acceptance of security protection technologies, self-efficacy of information security, and
locus of control and information security behavior of social media users in a university. To
reach these objectives, some theories were used to frame the investigation: the technology
acceptance model, social cognitive theory, and social learning theory. Furthermore, this study
gathered data about the beliefs social media users have about security and privacy on social
media, their perception, and compliance with security measures, such as how often they
change their passwords and privacy settings. The study investigated the relationship between
user’s technology acceptance, self-efficacy, and locus of control and the frequency of falling
or not falling victim to security threats.
The study investigates the level of security behavior practice of social media users
from two distinct measures. The first measure is users’ perception and understanding of the
significance of adopting and maintaining security protection technologies, such as firewalls,
anti-virus, anti-spyware/phishing software, and updating firmware. Security software has the
ability to detect threats and malicious software. The second measure is physical usage of
security practices that reinforce social media users’ confidentiality, such as understanding
policies and term of services, configuring privacy settings, choosing strong passwords,
frequently backing up data, and applying care and good judgment with suspicious and odd
social media attachments (Chieng, Singh, Zaaba, & Hassan, 2015).
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Proposed Research Model
The proposed model of this research deals with the factors influencing security
behavior of social media users as shown in Figure 4. In this research study, the relationship
between technology acceptance of security protection technologies, self-efficacy of
information security, and locus of control are examined based on the theories of technology
acceptance model, the social cognitive theory, and the social learning theory. Information
security behavior was examined from two measures: the first involves perceiving the
importance of information security protection technology adoption and the second involves
using information security practices that ensure trust and confidentiality on social media.
Adopting information security protection technologies is a significant behavior securing the
information of social media users from many threats and attacks. The usage of security
practices includes understanding policies and term of services, configuring privacy settings,
choosing strong passwords, frequently backing up data, and applying care and good
judgment with suspicious and odd social media attachments (Chieng et al., 2015).
Technology acceptance. According to the technology acceptance model, users who
are willing to adopt new technologies and systems are more likely open to transform the way
they deal with technology and the way they exploit their time and energy to proceed in using
a certain technology (Venkatesh & Davis, 2000). The technology acceptance model has come
to be confirmed as a strong and powerful model for predicting user’s acceptance of
technology. This model is used in a great number of empirical studies to interpret technology
usage intentions and behavior, and it posits that the intention and behavior to operate a
system are influenced by perceived usefulness and perceived ease of use (Davis, 1989; Jones,
McCarthy, & Halawi, 2010; Venkatesh & Davis, 2000; Venkatesh, Morris, Davis, & Davis,

11

2003). The technology acceptance model was examined by Brown, Massey, Montoya-Weiss
and Burkman (2002), and they concluded that both behavior and acceptance to use a system
are essential for job performance. This concept was found to be effective when dealing with
information security behavior, which is usually of great importance to information system
users (Jones et al., 2010).
Locus of
Control

TA
- Perceived
Usefulness
- Perceived
Ease of Use

Security
Behavior

Self-Efficacy

Figure 4. Proposed research model.
Perceived usefulness is defined as “the extent to which a person believes that using
the system will enhance his or her job performance,” and perceived ease of use is “the extent
to which a person believes that using the system will be free of effort” (Venkatesh & Davis,
2000, p. 187). Perceived usefulness and perceived ease of use were investigated in this
research as drivers of technology acceptance and eventually have an influence on the security
behavior when using social media.
Self-efficacy. Self-efficacy deals with people’s confidence in their power to promote
and mobilize their motivation, cognitive devices, and routes of action required to have
control over given situations (Ozer & Bandura, 1990). The self-confidence of efficacy can
affect psychosocial actions in many different ways that consequently impact the ability to
12

make better choices in terms of actions and environments. Confident people are usually
willing to perform activities and choose environments in the circle of their abilities and
refuse what exceed them (Bandura, 1989b; He, Yuan, & Tian, 2014). Self-efficacy enhances
determination to confront obstacles and avoid barriers. People with high self-efficacy are
likely capable of finishing assigned tasks, while those with low self-efficacy are not capable
of effectively completing their tasks as required (He et al., 2014).
In the realm of information security, most researchers emphasize on the significance
of self-efficacy as a construct influencing information security behavior. In the definitions of
self-efficacy, there is a stress on information protection and security, computer security,
security protection technologies, and the perception of the importance of information system
policies and the necessity of complying with them. For instance, Rhee et al. (2009)
investigated the impact of self-efficacy on users’ information security behavior and found
that those individuals who have strong self-efficacy are more likely to have the high
perception of the importance of information security and are willing to use all practices that
ensure this security.
Ng, Kankanhalli, and Xu (2009) examined self-efficacy on the basis of its effect on
self-confidence and the ability to use computer security. This study found that self-efficacy
has a positive effect on computer security behavior (Ng et al., 2009). In the same manner,
Vance, Siponen, and Pahnila (2012) found that self-efficacy has the ability to alter
employees’ belief that they are capable of using information security policies, and this
confidence allowed them to successfully follow security policies and processes. In another
study, the researchers revealed that self-efficacy is a significant construct in maintaining
users’ belief that they are capable of installing and using security protection technologies on
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their computers (Claar & Johnson, 2010). From these studies, it is obvious that self-efficacy
in information security has a significant effect on users’ behavior regarding using and
complying with security measures.
Locus of control. Locus of control has been the focus of many researchers who
identified the two different types of locus control: internal and external. The internal locus of
control perceives events to be under oneself control, opposing the meaning of external locus
of control, which interprets events as under others’ control. Most studies have shown that
internal locus of control allows individuals to believe that they have control over situations
and that they are responsible for their outcomes whether they are successful or unsuccessful.
However, external locus of control makes individuals believe that they are powerless and
situations are under the control of others (Aube, Rousseau, & Morin, 2007; Hsieh & Wang,
2012).
Locus of control has the ability of predicting individuals’ response and the behavior
they are likely to make in different situations (Rotter, 1954). In previous literature, locus of
control was found to have a moderating effect on the relationships between many variables
(Tepper et al., 2009; Wei & Si, 2013). Accordingly, locus of control is used in this study as a
moderator between technology acceptance and self-efficacy, and information security
behavior. For the sake of this research study, the moderating effect of locus of control was
investigated. It is believed by the researcher that a person’s internal or external locus of
control will influence the perception of a technology’s ease of use and usefulness and level of
confidence when using such technology which will consequently influence the security
behavior of an individual.
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Research Questions
The present study was informed by the following research questions:
Q 1. To what extent does technology acceptance of security protection technologies
relate to information security behavior of social media users?
Q 2. To what extent does perceived usefulness of security protection technologies
relate to information security behavior of social media users?
Q 3. To what extent does perceived ease of use of security protection technologies
relate to information security behavior of social media users?
Q 4. To what extent does self-efficacy of information security relate to information
security behavior of social media users?
Q 5. To what extent does locus of control moderate all of the above relationships?
Research Null Hypotheses
The study also had the following null hypotheses (see Figure 5):
1. There is no relationship between technology acceptance of security protection
technologies and information security behavior of social media users.
2. There is no relationship between perceived usefulness of security protection
technologies and information security behavior of social media users.
3. There is no relationship between perceived ease of use of security protection
technologies and information security behavior of social media users.
4. There is no relationship between self-efficacy of information security and
information security behavior of social media users.
5. Locus of control will not moderate the above relationships.

15

TA

Hl

Locus of
Control

- Perceived
Usefulness

HS

- Perceived
Ease of Use

Security
Behavior

H4
Self-Efficacy

Figure 5. Research hypotheses.
Limitations and Delimitations
Limitations. This study has some limitations, such as the following:
•

The study is limited to the availability of participants.

•

The degree of honesty of participants in answering questions was an issue of
concern.

•

The sample used in this study could not be large enough to generalize findings on
social media users.

•

The study was conducted in a specific university in Riyadh, Saudi Arabia, and
participation is voluntary and based on their approval.

Delimitations. The delimitations of this study are as follows:
•

Only participants from a specific university were used in this study.

•

Participants are Saudi Arabian Arabic-speaking students.

•

The researcher chose to use only the parts of the theories that are relevant to the
nature of the study and that answer the research questions.
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•

The researcher chose to examine human personality that contributes to security
behavior and security software was not examined.

Definition of Terms
Attacks: An “action taken against a target resource with the intention of doing harm”
(Gregory, 2010, p. 373).
Information security: The protection of information and the systems that use, store,
and transmit information (Whitman & Mattord, 2011).
Location leakage: Sharing private and sometimes sensitive information about their (or
their friends’) current or future whereabouts (Fire et al., 2014).
Locus of control: A measure of perceived relationship between actions and outcomes
(Wilhite, 1990).
Perceived ease of use: The extent a person believes that using a particular system will
be free of effort (Davis, 1989).
Perceived usefulness: The degree to which a person believes that using a particular
system will improve his or her job performance (Davis, 1989).
Phishing attacks: A form of social engineering to acquire user-sensitive and private
information by impersonating a trustworthy third party (Fire et al., 2014).
Self-efficacy: “People’s beliefs about their capabilities to produce designated levels of
performance that exercise influence over events that affect their lives” (Bandura, 1994, p.
71).
Self-efficacy in information security: “[A] belief in one’s capability to protect
information and information systems from unauthorized disclosure, modification, loss,
destruction, and lack of availability” (Rhee, Kim, & Ryu, 2009, p. 818).
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Social media: “[A] group of Internet-based applications that build on the ideological
and technological foundations of Web 2.0 [technology] and that allow the creation and
exchange of user-generated content” (Kaplan & Haenlein, 2010, p. 61).
Socware: Entails fake and possibly damaging posts and messages from friends in
online social networks (Fire et al., 2014).
Spammers: Users who use electronic messaging systems in order to send unwanted
messages, like advertisements, to other users (Fire et al., 2014)
Threat: The expressed potential for the occurrence of a harmful event, such as an
attack (Gregory, 2010).
Assumptions
Assumptions for this study include the following:
•

Human errors are inescapable; despite advancement in countermeasures.

•

Social media is a perfect medium for security attacks and threats.

•

Neglecting information security behavior leads to security breaches.

•

Social media users do not change their password periodically.

•

Social media users do not create their social media account by themselves.

•

Participants will be truthful.

•

Selected partners will administer the survey properly.
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Chapter 2: Background and Literature Review
This literature review discusses privacy and security on social media and the
theoretical frameworks for understanding the study, including theories about human behavior
and information security.
Information Security
Breithaupt and Merkow (2014) believe there is no absolute security and if “given
enough time, tools, skills, and inclination, a malicious person can break through any security
measure” (p. 19). As a result, incidents of information security breaches and cybercrimes are
in an exponential increase. It is vital to protect and safeguard information against disclosure,
misuse, unauthorized use, change, destruction, or interruption to avoid any serious
consequences. In other words, it is important to protect the information security triad of
security: confidentiality, integrity, and availability. All three principles are taken seriously by
information security professionals when designing plans to protect computer systems
(Breithaupt & Merkow, 2014).
Confidentiality is the ability to keep information as private as possible with no access
to unauthorized people (Andress, 2014). However, authorized people can use this
information and know how to safeguard and protect it from any external threat. Integrity is
the ability of keeping data consistent, pure, accurate, and trustworthy through its life cycle, in
addition to controlling it from being exposed to any intentional or unintentional changes or
transformations and detect any changes that are not human-based (Andress, 2014).
Controlling data and restoring it can be through backups or redundancies that keep data in its
original state. Availability of data is to maintain data and its resources to be used when
needed (Andress, 2014). However, challenges associated with availability are denial of
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service (DoS) due to intentional attacks or undiscovered problems, loss of information
system capabilities, and equipment failure (Breithaupt & Merkow, 2014).
When it comes to information security, defense in depth or layered security should
not be optional because its multiple layers of security can ensure the three elements of
security, “prevention, detection, and response” (Breithaupt & Merkow, 2014, p. 22). An
internet-based network can use routers, intruder detection systems, and firewalls to ensure the
security of the network and protect it from any intrusion or unauthorized use. The human
factor is considered the main cause of threats due to carelessness in making strong passwords
or because they are easily deceived to give up the secrets that strengthen and secure their
information. For example, in the information technology exhibition of Infosecurity Europe,
one of the biggest in Great Britain, the planners of this exhibition asked some researchers to
go to London’s Waterloo Station and see whether they can seduce commuters to give up their
office computer passwords for a free pen. Seventy-five percent of the people gave the
information immediately, and fifteen percent needed to be convinced more, but at the end,
they gave up the information. Several other studies revealed that people can be easily
deceived “to give up their credentials in exchange for trivial or worthless goods” (Breithaupt
& Merkow, 2014, p. 24).
Privacy and Security on Social Media
The advancement in information technology allowed users to collect, store, and share
information about people, social groups, or organizations. This information can be utilized to
generate profiles about these people, social groups, and organizations while being subject to
surveillance and risk of privacy breach. All practices that involve disclosure of information
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on the internet can be destructive and may pose threats especially when information for one
context are disclosed to other untrusted parties (Mitnick, Simon, & Wozniak, 2003).
Social media users are exposed to some behaviors that could be malicious, neutral, or
beneficial (Stanton, Stam, Mastrangelo, & Jolton, 2005). Malicious behavior can lead to
either an intentional destruction or a detrimental misuse. Intentional destruction is the user
behavior that is done intentionally to cause harm to others. Usually, this type of behavior has
technical expertise. A detrimental misuse is a behavior done by a less technically experienced
people, but who still have the intention to do harm to others and violate the rules. Neutral
behavior can be described as either dangerous tinkering or naïve mistakes. Dangerous
tinkering involves an experienced user who does not have any intention of harming anyone,
and the naïve mistakes involve a user who has less technical experience but also no intention
of harming others. Beneficial behavior involves aware assurance and basic hygiene
behaviors. Both behaviors require a user who has good intentions about others and works
towards protecting their security. The difference between the two behaviors is that the aware
assurance behavior requires a user who has technical experience, while no experience needed
for the basic hygiene behavior.
Information users are exposed to many threats because they are sometimes
overwhelmed with doing tasks and they neglect the use of the available protection
technologies (Garg, 2012). Most information users are unaware or neglect the vulnerabilities
of information security. While social networks have privacy and security policies that govern
how users interact and disclose information online, most of the time, information users
neglect to go through them and know what they enclose (Zhang, Sun, Zhu, & Fang, 2010).
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Threats Associated with the Use of Social Media
The networks are usually prone to a multitude of threats and attacks, and the internet
is considered the largest computer network that is vulnerable to such threats and attacks. The
internet connects a huge number of users from every part of the world, and there is no
obvious authority on what or how users connect to this network, leading to minimal control
on the traffic transmitted. Threats on social media channels are numerous too, due to the
online exposure of personal information. The presence of third parties on social networks
allows misconception and misjudgments that expose users to a number of different threats.
Potential threats on social media can be classified into threats jeopardizing privacy and
threats affecting information security, leading to identity theft and social threats.
Threats jeopardizing privacy. One of the threats that jeopardizes privacy is storing
personal information by third parties, allowing them to track users by profile browsing. This
threat can lead to blackmailing or tarnishing the image of the user. Another threat is face
recognition, a proportion of a major threat called mashups. Usually, social media users post
their images, and these images can be linked to user’s information disseminated across
websites by strangers allowing adversaries to collect more data about a person than it should
be. Content-based image retrieval can also be a source of disclosing images and information
of users and possible pinpointing location data that a user does not want to disclose (Al
Hasib, 2009). This threat can lead to blackmailing and undesirable marketing. Also, it is very
difficult to delete information that was once exposed, such as comments on others’ posts that
unveil the identity of the user, even if the account of the user has been deleted. In this case,
the user loses control over his/her information, leading to its misuse by others (Xu, Michael,
& Chen, 2013).
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Threats affecting information security on social media. Using privacy policies on
social media can help mitigate the threat caused due to information leakage. Many people
disclose more information than they should on social media because they feel familiar and
intimate to many social media users with whom they form extended online relationships, but
whom they do not really know. Such uncertain relationships can give the user a false sense of
familiarity and make users feel safe to reveal their sensitive information, thus letting down
any precautions and safeguards (Chi, 2011). This behavior can be practiced even with those
who are familiar with securing sensitive information. For example, in 2009, personal
information about John Sawers, the Chief of the British Intelligence Agency MI6, and his
family was disclosed on social media by his wife. The wife posted on Facebook many details
about herself, her children, her husband, his parents, and their locations as well as photos of
the whole family in different places, and the account did not have privacy protection (Chi,
2011).
There are many threats on social networks that make information security vulnerable
to attacks. Malware is a major threat that affects vulnerable systems (Jang, Kang, Woo,
Mohaisen, & Kim, 2016). The total malware in the fourth quarter of 2015 reached
approximately 500 million (McAfee, 2016). Malware can be in the form of viruses, worms,
zombies, spyware, Trojan, logic bombs, back doors, and phishing scams (Tiller & O'Hanley,
2014). Spams represent a threat too, so while the most common known environment for
spams is email, it can be found in many other mediums such as texting, instant messages,
web-based forums, and search engines. With the growth of social media users, mass
unsolicited messages were developed by spammers for social media to lure victims (Al
Hasib, 2009; Stringhini, Kruegel, Vigna, 2010). These messages are called Social Network
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Spams, and they can spread malware, attacks, and loss of trust on social networks (Al Hasib,
2009).
Social networks are a good medium for phishing, which is very dangerous because
the data of victims are collected from social networks by a malicious person (Al Hasib, 2009;
Chen, Stepan, Dick, & Miller, 2014; Stringhini et al., 2010). The victim receives an email
from what looks to be a trusted site known to the victim. The victim is then prompted to send
personal information or update this information using a link to a malicious website. In this
way, the attacker exploits the victim’s sensitive information, such as passwords and bank
accounts, causing identity theft and financial damage that reach billions of dollars each year.
The popularity of social media incited scammers to exploit the trust and
confidentiality social media users have in their social groups to disseminate scams, phishing,
and false connections. For a successful and persuasive social engineering, tricks and threats
became more creative, advanced, and progressive to deceive vulnerable social media users.
For example, on Twitter, a single scam has created an extended lineage of hundreds of
thousands of false accounts that reinforce each other to raise credibility. These false accounts
mimic news channels and use real tweets from authentic Twitter accounts to secure more
retweets from followers (Symantec, 2016).
Scams of social media propagate through several forms of interaction, such as manual
sharing, fake offering, likejacking, and fake plugin. The spread of these scams has changed
through the years 2013, 2014, and 2015 as shown in Figure 6. Manual sharing leads to the
highest rate of attacks exponentially increasing and is continuing to be the main threat for the
security of social media users. Manual sharing spreads through social media users who
unintentionally share the scam enticing them with attractive information, fake offers, and
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videos. Fake offering is another type of scam that encourages social media users to join a
false party or event and share their sensitive information with the attacker. Likejacking is a
scam usually attracts social media users through a false “Like” button (Symantec, 2016).
This “Like” button leads users to install malware and even download malware updates on
their newsfeed causing scam propagation. In the same manner, fake apps are scams that look
authentic and seem to be associated with social media use and attract users to subscribe to
them. Fake apps are used by attackers to obtain users’ credentials and other personal
information. Fake plugin is also a type of scam used to encourage a user to install a false
plugin and watch a video that can be reposted maliciously on a user’s profile page and spread
from there (Symantec, 2016).
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Figure 6. Social media scams (Symantec, 2016).
Threats of social media on mobile devices. Due to the increasing use of mobile
devices to access social media, many threats and attacks can jeopardize information security
25

on these devices. Information security on mobile devices is vulnerable to many challenges
that increase year after year due to the broad and increasing interaction and communication
preferences, the prosperity in the amount and variety of applications introduced on mobile
space, and the rapid creation of social media platforms. Having the knowledge about the
different types of threats and attacks allows employing effective approaches to avoid
vulnerabilities associated with mobile devices.
Mobile malware. Due to the extreme use of mobile devices and phones, mobile
malware is in exponential increase day after day (Jang et al., 2016). The first mobile phone
malware was created “in June 2004, for the Symbian operating system” (Tiller & O'Hanley,
2014, p. 30). Mobile malware is not very different from computer malware, but it is faster to
spread and progress than its computer counterpart. For example, a mobile virus can shut off
memory cards, resist antivirus programs, corrupt personal files, transform system
applications, change icons, copy data and send messages to other users, and set up
misleading or nonfunctional applications and malicious programs. New mobile malware
samples increased 72% in the fourth quarter of 2015, leading to a total of about 12 million
mobile malware breaches (McAfee, 2016). With the advancements in mobile phone features
and complexity, mobile malware will continue to be a powerful threat (Tiller & O'Hanley,
2014).
Basic attacks. There are four categories of basic attacks that include “illicit use,
wireless spoofing, man-in-the-middle attacks, and denial of service attacks” (Tiller &
O'Hanley, 2014, p. 24). The characteristics of each category are described as follows:
Illicit use attacks. While illicit use turns to contribute to no harm, an attacker can be
very close enough to an access point and expose user’s information from the traffic. Illicit
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use attacks include wireless network sniffing, which takes place when wireless packets travel
over the air. Attackers seize those packets through passive scanning using different means
such as radio frequency monitors, identity detection, or media access control (MAC) address.
Other types of illicit attacks include spotting the different wireless targets using active and
passive probing and inspecting network information to know IP and MAC addresses (Tiller
& O'Hanley, 2014).
Wireless spoofing. The purpose of wireless spoofing is changing identification
frameworks in data packets that include MAC address spoofing, IP spoofing, and frame
spoofing (Tiller & O'Hanley, 2014).
Man-in-the-middle attacks. The attacker is put in the center of communication
interrupting client’s data and changing it prior transmitting it back to reach its destination or
getting rid of it (Tiller & O'Hanley, 2014).
Denial of service (DoS) attacks. These attacks affect the quality of accessing a service
or network source by either weakening the service or increasing traffic load. Denial of
service attacks prevent some users from accessing a service when a large number of requests
are transmitted at the application, network, or data link layer, thus affecting the service
utilized by mobile users (Tiller & O'Hanley, 2014).
Mobile communication distributed DoS attacks. Distributed DoS (DDoS) attacks are
attacks distributed over wireless systems and start from many sites, systems, and devices to
acquire authority and control of a number of master computers and generate dangerous
traffic. Mobile systems are a target of DDoS attacks, especially WEIN, the wireless extended
internet-based networks, and AHN, the ad hoc networks. WEIN “is a network that is able to
connect mobile devices to fixed networks via radio frequency (RF) channels using the
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traditional Client/Server architecture and the existing transport layer protocols; for example,
TCP” (Tiller & O'Hanley, 2014, p. 27). Some of the DDoS attacks include (a) attacking the
wireless internet content servers that can cripple a large selection of mobile devices; (b)
attacking radio spectrum, which can make mobile devices transmit synchronized traffic that
can greatly lessen the capacity of whichever communication channel provided by a network
or drain all spectrum resources; (c) attacks attempting to prevent tracking down the DDoS
attacks; and (d) attacking using aggregated traffic (Tiller & O'Hanley, 2014). However, to
protect mobile devices against DDoS attacks, one must (a) highly secure all mobile devices
to be difficult for an attacker to control them, (b) use traffic control on mobile devices by
limiting the daily traffic in a way that does not disturb user’s common activity, and (c) use
coordinated filters to identify and stop attacking traffic (Tiller & O'Hanley, 2014).
Security Protection Technologies on Social Media
After discussing the various threats associated with social network use, it is important
to know how these threats can be prevented and mitigated. There are some powerful security
intrusion prevention and protection technologies available to make individuals more secure
when using social networks such as anti-malware software, firewalls, and the effective use of
passwords.
Anti-malware software. Anti-malware software aims to “analyze files and programs
for known signatures, or patterns, in the data that make up the file or program and indicates
malicious code is present” (Vacca, 2013, p. 132). Signature scanning of a computer’s hard
drive allows detecting any malicious code in a file, preventing it from being active, and either
isolating it for further inspection or deleting it completely from the system. However, if there
is no signature for a certain malware, it will be invisible to the software and cannot be
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detected and accordingly, and a more sophisticated anti-malware software is required
(Almeida, 2012; Vacca, 2013). Anti-malware software can focus on and address phishing
and information integrity attacks. Updating anti-malware software is very important
considering that the damage to be generated from these attacks will be mitigated.
Additionally, when updating anti-malware software, it is possible to avoid computers from
being exploited and used as a center for launching future attacks. In social media, not all
users have the same expertise and they store their data in different locations where sensitive
data can be subject to attacks or modifications due to a malware or unintentional error by
users. Therefore, updating antivirus software is an essential part of protecting users’ data
(Chi, 2011).
Firewalls. Firewalls work as filters just allowing the passage of trusted network
elements. Firewalls aim to “forbid some protocols, to shape the bandwidth resources, and to
perform deep packet inspection in order to spot malicious or unauthorized contents passing
through the network” (Maccari & Cigno, 2013, p. 225). To perform this goal, firewalls
screen out malware and hackers on the internet and prevent them from reaching the computer
or mobile device. Those who use firewalls can set up what they want to allow and what they
do not want to not allow. Therefore, firewalls can secure a computer or a network “against
incoming connections by blocking requests originating from the internet (ingress filtering)
and against outgoing connections to the internet originating from the local PC (egress
filtering)” (Kumar, Mohan, & Holowczak, 2008, p. 256). Firewalls used in organizations are
very complex; however, individuals can use simple firewalls to protect their personal
computers and private network from malicious software transmitted over the internet such as
viruses, spyware, and Trojan horse programs. Firewalls can prevent malicious software from
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acquiring personal information that leads to identity theft by following the information that
the user had allowed in setting up the firewall (Kumar et al., 2008). Firewalls used to be
difficult to handle especially for individuals. For example, firewalls can block some services,
such as a virtual private network (VPN), which can force sometimes users to disable it.
However, firewall software became much easier to use especially with its advanced user
interfaces that allow configuration tasks and auto updates (Kumar et al., 2008).
Effective use of passwords. Social media users, especially who have several
accounts, are overloaded with certain responsibilities and requirements to set passwords and
keep them safe from any intruders. A large number of users have some risky practices
associated with passwords, such as creating weak passwords, keeping passwords unsafe for
anyone to get access to, and sharing passwords with others (Stanton et al., 2005). Also using
the same password on different accounts means that if an attacker gets access to this
password, all the user’s accounts will be vulnerable to intrusion (Granger, 2011). A study
conducted with university students showed that these students experience difficulty in
remembering passwords that are randomly created. This practice forces user to write their
passwords down, consequently allowing their access from others and jeopardizing their
security (Yan, Blackwell, Anderson, & Grant, 2004). If security on some websites are not
highly monitored and passwords are not encrypted, the security of information can be easily
breached (Inglesant & Sasse, 2010). Passwords on social media are important for protecting
users’ personal information and have a vital role in the protection against invasion and
security breaches (MacGregor, 2001). Passwords serve as an easy and secure means of
authentication that guarantees that the user is the person the user claims to be. This means
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that the purpose of using passwords is to demonstrate one’s true identity to the system
(Russell & Gangemi, 2006).
Passwords are vulnerable to cracking, so they can be easily broken down by intruders,
leading to unauthorized access to a user’s account. However, choosing a good and strong
password can be effective in saving passwords from being cracked. A strong password
should not include any personal information because hackers can get access to personal
information and figure out the components of the password (Granger, 2011). A strong
password should also not include any words related to the user’s name, nickname, family
name, or identifiable parts of phone numbers and addresses. An effective strong password
should be somehow complex by considering its length, width, and depth. It is commonly
recommended to use longer passwords that are more than five characters and difficult to
crack (Granger, 2011). The width of a password is concerned with the number of different
types of characters used in a password such as uppercase and lowercase letters, numerals, and
special characters. The depth of a password means that the password should have a difficult
meaning that is hard to guess, so while the password should be easy to remember, it should
be unpredictable. Frequent changing of the password is an easy task that is very important in
preventing the painful and expensive procedures in fighting identity theft (Granger, 2011).
Theoretical Frameworks
User behavior is a significant factor in influencing the need for information protection
and enhancing security on social media. Most theories used in information protection and
security behavior research are adopted from various disciplines that include psychology,
sociology, economics, and criminology (Lebek, Uffen, Neumann, Hohler, & Breitner, 2014).
Understanding the factors that influence information security behavior of social media users
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and that enhance their control over behavior is vital to this research study. One of the theories
used in this research study to better understand these factors is the technology acceptance
model (TAM; Rauniar, Rawski, Yang, & Johnson, 2014). Other theories that investigated the
factors associated with behavior and that can go side by side with TAM are the social
cognitive theory and the social learning theory.
Technology acceptance model (TAM). In the field of information systems, one of
the significant areas of research is describing users’ acceptance of a new technology. The
technology acceptance model is shaped to fit the information system contexts and acts as a
significant part in clarifying user’s behavior pertaining to a certain technology (Venkatesh et
al., 2003). TAM posits that the relationship between the properties of a system and the
potential behavior of its user is affected by technology ease of use and usefulness
(Marangunić & Granić, 2015). Many studies were conducted using this theory that was first
introduced by Fred Davis in 1989 (Lee, Kozar, & Larson, 2003; Marangunić & Granić,
2015). TAM was extensively used to examine the factors influencing users’ acceptance of
technology, such as perceived ease of use and perceived usefulness (Taylor & Todd, 1995).
Davis (1989) defines perceived ease of use as the “extent a person believes that using a
particular system will be free of effort.” Perceived usefulness is defined as “the degree to
which a person believes that using a particular system will improve his or her job
performance” (Davis, 1989). Although both perceived usefulness and perceived ease of use
were primarily initiated to describe the adoption of spreadsheet software, they are
successfully employed in a variety of information technologies (Al-Omari, El-Gayar, &
Deokar, 2012a/2012b; Lebek et al., 2014; Shropshire et al., 2015).
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TAM stemmed from the theories of planned behavior (TPB) and reasonable action
(TRA; Ajzen & Fishbein, 1980). TAM is exclusively used in research to clarify the behavior
of technology users, especially the adoption of novice technologies such as social media
(Kwon, Park, & Kim, 2014; Kwon & Wen, 2010; Marangunić & Granić, 2015; Rauniar et
al., 2014; Shin & Shin, 2011). In a study using technology acceptance model in
understanding user’s attitude concerning social media usage, especially on Facebook, it was
found that perceived usefulness and trust are significant constructs in user’s intent to use
social media. This intention has led to actual social media usage behavior (Rauniar et al.,
2014). More constructs were utilized in this study, such as critical mass, capability of social
media, and perceived playfulness in addition to perceived ease of use and perceived
usefulness to explain technology acceptance and usage of social media. However, this study
is restricted to a certain group of US students who use Facebook and cannot be generalized to
all social media platforms or all social media users. The study suggests investigating other
constructs to find their effect on social media users of different platforms to better understand
users’ behavior on social media (Rauniar et al., 2014).
Usually, technology users gain knowledge and recognition of the importance of
information security from different sources that include life experience, the internet, or other
security journals and reports (Al-Omari et al., 2012b; Bulgurcu, Cavusoglu, & Benbasat,
2010; Goodhue & Straub, 1991). The more knowledge and awareness individuals acquire
about information security, the more they perceive and apply information security policies
and practices (Al-Omari et al., 2012b). Lee et al. (2003) stated that “Adams et al. (1992)
replicated and extended the Davis 1989 study and found both validity and reliability of
measurement for both perceived usefulness and perceived ease of use across different
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settings and different information systems” (p. 756). Figure 7 shows the technology
acceptance model proposed by Davis (1989).

P rmtv· d

Usefu ress

Beh · ora
11 ention tg Use
r

P a-cei wd IEase o~

Actual &yge

I ,

Use

1

Use

Figure 7. Technology acceptance model (Venkatesh et al., 2003).
In this theory, behavior intention and, consequently, behavior towards a technology
are influenced by the individual’s attitude concerning a certain technology and its perceived
usefulness. Research on TAM reveals that this theory has an impact of 40% on the likelihood
of adopting a given technology, which shows that there are other theories and factors can
contribute to human behavior (Maar, 2013). Venkatesh (2000) believes that there are some
factors that can affect perceived ease of use, such as computer self-efficacy, computer
anxiety, and functionality. A study by Gefen and Straub (1997) found that factors such as
gender, social presence, and information richness can be added to the constructs of the
technology acceptance model when it comes to discussing the use of email. A study by
Venkatesh and Davis (2000) found that in the technology acceptance model, social influence
processes represented by voluntariness, subjective norm, and image along with cognitive
instrumental processes represented by job relevance, quality of output, and outcome
positivity can have a remarkable impact on user acceptance and adoption behavior to
technology. The technology acceptance model was used to describe e-commerce acceptance
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along with risk and trust as significant factors for understanding uncertainty in the ecommerce context (Pavlou, 2003).
Studies were conducted on the use of social networking technologies, especially one
of the social network services that are highly used and have gained popularity worldwide:
social network games (Järvinen, 2009; Kleinman, 2009; Park, Baek, Ohm, & Chang, 2014).
Social network games are the most preferred and demanded simulation games with
multiplayer capacity and availability on mobile devices (Shin & Shin, 2011; Park et al.,
2014). The technology acceptance model was used to investigate the behavior of social
network game users on mobile devices and found that perceived ease of use, perceived
usefulness, user acceptance to play the games, and enjoyment and satisfaction of the mobile
environments were the main drivers that affected users’ attitudes and behaviors toward
playing social network games on mobile devices (Park et al., 2014).
Social cognitive theory. Social cognitive theory is another theory that addresses
technology users’ controlled behavior and the factors affecting this behavior. This theory is
about how people “function as contributors to their own motivation, behavior, and
development within a network of reciprocally interacting influences” (Bandura, 1999, p.
169). Perception of self-efficacy is one of these influences developed by Albert Bandura.
Bandura (1994) defined self-efficacy as “people's beliefs about their capabilities to produce
designated levels of performance that exercise influence over events that affect their lives”
(p. 79).
The social cognitive theory is a model of causation that considers human behavior as
the outcome of several internal and environmental influences. This model involves a triadic
reciprocal determinism of “behavior, cognition, and other personal factors, and

35

environmental influences all operate as interacting determinants that influence each other bidirectionally” (Bandura, 1989a, p. 2). The triadic reciprocal determinism of the social
cognitive theory is shown in Figure 8.

Reciprocal
Determinism

Behavior

Person
and cognitive
factors

Environment

Figure 8. Triadic reciprocal determinism of social cognitive theory (Bandura, 1983).
This model shows that there is an interconnection between each two of the factors of
influence. The first mutual causation of the influence of behavior, and cognitive and other
personal factors indicate the reaction between thought, influence, and behavior. The behavior
of people is influenced by such factors as goals, anticipation, values and principles, selfawareness, intentions, and how people conceive, judge, and feel (Bandura, 1989a). In the
same way, the behavior can affect how people think, sense, and react psychologically. A
person’s biological features, senses, body and brain structure, and nervous system have an
influence on behavior and can be a hindrance to the person’s abilities (Bandura, 1989a). The
second mutual causation is between the environmental influence, and cognitive and personal
factors. In this causation, people’s anticipation, values, and beliefs, change in emotions, and
cognitive abilities are influenced negatively and positively by their social system as the
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source of information (Bandura, 1989a). People tend to respond differently to their social
environment depending on the changes between them in terms of race, age, size, sex, and
physical qualities (TenHouten, 1979). These changes create social reactions that can leave
their impression on the recipients’ understanding of themselves and others and result in either
reinforcing environmental prejudice or changing it (Bandura, 1989a). The third mutual
causation is between the reciprocal influence of behavior and the environment where
behavior and individuals’ actions transform the environmental conditions, which are
consequently affected by this transformation. However, “most aspects of the environment do
not operate as an influence until they are activated by appropriate behavior” (Bandura,
1989a, p. 4). People’s behavior and activities are selected from a wide range of options and
are directed to create and select their environmental circumstances, whereas the influence of
the environment directs which types of behavior are respected and are required to be
enhanced and developed (Bandura, 1989a). Accordingly, the social cognitive theory was
found to be appropriate for examining individual’s behavior pertaining to information
security, taking into consideration that the choice of behavior when using information
systems is vital to information security.
Self-efficacy. Self-efficacy was found to represent a central pivot of human power to
stimulate and guide human behavior and a main construct in the social cognitive theory
(Rhee et al., 2009). The social cognitive theory emphasizes the impact of self-efficacy on
controlling behavior, especially in intimidating and threatening situations. Self-efficacy is a
model of self-evaluation that shapes human behavior, so those who are characterized by a
high level of self-efficacy have the confidence in their ability to stimulate their motivation,
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cognitive capabilities, and methods of action to perform a task or find solutions to problems
(Kennedy, 2014; Rhee et al., 2009).
Social cognitive theory views actions of individuals as vital agents in their selfmotivation. It is the motivation to make a cognitive judgment between what a person
conceives and what a person wants to conceive. Choices of behavior that are strongly
pursued are influenced by what a person want to know and a person’s perceived self-efficacy
(Bandura, 1989a). Bandura (1989b) also argues “the stronger their perceived self-efficacy,
the higher the goals people set for themselves and the firmer their commitment” (p. 1175). It
is because of people’s confidence of their self-efficacy that they are motivated to do
something or hindered from doing it and how much they are eager to exert more effort and
overcome barriers in performing tasks. Whether people’s confidence about their capabilities
is right or wrong depends on four main sources of information that can enhance self-efficacy
and were developed by Bandura (1977): “performance accomplishments, vicarious
experiences, verbal persuasion, and physiological states” (p. 191).
The more enhancement and development in self-efficacy, the more reliable are the
sources of information used. For example, performance accomplishment is a source founded
on personal mastery experiences, so while mastery experiences are elevated with repeated
successes, they are reduced with repeated failures. However, mastery experiences in turn
increase the strength and raise the level of self-efficacy, which affects behavior (Bandura,
1977). Once failures are overcome, self-efficacy is developed and can be applied to other
situations in which performance is not well established and inadequate (Bandura, 1977;
Clarke, 2011; Peterson & Arnn, 2005).
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Vicarious experience is another source of information for self-efficacy development
in which experiences are acquired from observing others’ performances. The observation of
other’s performance, especially if this performance involves risky tasks that result in no
negative consequences, can create a sense of persistence and strength in the observer leading
to performing comparisons and generating the belief in own abilities and competences
(Bandura, 1977; Clarke, 2011; Peterson & Arnn, 2005). When examining vicarious
experiences, a person’s behavior is greatly developed and strengthened when observing an
activity that is associated with successful results, rather than viewing the same activity
without any obvious results (Bandura, 1977). Moreover, self-efficacy of the observer
strengthens if those who perform these activities have different skills and meet success, while
it decreases if activities fail even after exerting a lot of effort (Bandura, 1977; Clarke, 2011).
Verbal persuasion is the third source of information that enhances self-efficacy.
Verbal persuasion involves obtaining feedback from others that is characterized by its
authenticity, accuracy, and similarity to the person’s own assessment of capabilities and
competencies (Bandura, 1977; Clarke, 2011; Peterson & Arnn, 2005). Unlike mastery
experiences and vicarious experiences, verbal persuasion does not have the same effect on
self-efficacy except in certain situations (Bandura, 1982; Clarke, 2011). However, Rebok and
Offerman (1983) claim that verbal persuasion can have a great impact on self-efficacy if
associated with other sources. Some emotional reactions to experiences such as stress,
fatigue, and anxiety can have an impact on a person’s level of self-efficacy (Clarke, 2011;
Peterson & Arnn, 2005). The psychological state or what is called emotional arousal is the
fourth source in self-efficacy. Psychologists believe that people have the ability to know their
emotional state, which has the ability to change their self-efficacy and determine whether
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expected opportunities will be supported or rejected. Accordingly, those with strong selfefficacy will consider their emotional state as a facilitator to performing tasks, while those
with weak self-efficacy will consider it a hindrance (Bandura, 1977; Clarke, 2011).
Self-efficacy has the power to control and direct a person’s selections, intentions,
emotional responses, energy, survival, determination, and perseverance, whereas selfefficacy can be subject to modification through knowledge, experience, and feedback (Gist &
Mitchell, 1992). A research study was conducted by Ng and Rahim (2005) involving the
technology acceptance model and its impact on security behavior; that found that perceived
usefulness along with self-efficacy have reinforced users’ intentions to confront security
threats by using antivirus and firewalls, in addition to backups (as cited in Khan, 2016). In a
study investigating the adoption of mobile phones to access social media on the go during
sporting events, it was found that those who are in favor of using social media have stronger
self-efficacy (Wang, 2015). Also, a survey was conducted in 2000 investigating the
relationship between users’ online security behavior and their self-efficacy. The results of
this survey revealed that the stronger the self-efficacy, the greater the desire for considering
online security behavior (Clarke, 2011).
Due to the importance of self-efficacy and its effect on a person’s behavior and ability
to do a specific task in specific circumstances, it was used from the social cognitive theory to
expand the health belief model. The health belief model is based on the social cognitive
theory as mentioned and on the value-expectancy theory (Maar, 2013). The value-expectancy
theory posits that people are motivated to do a certain behavior if they believe that it will
result in a desired and significant goal and that the behavior is able to achieve this goal.
There are three ways to evaluate and test self-efficacy, by its magnitude, strength, and
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generality. Magnitude is evaluated in terms of the positive responses of an individual’s
capability to accomplish a certain task at different levels. Strength is evaluated in terms of the
confidence of accomplishing the task, and it equals to the sum of confidence ratings on a
scale of 1–10, where 1 is uncertain and 10 is quite certain. Generality is measured in terms of
the possibility of generalizing a certain task to other situations (Gist & Mitchell, 1992; Maar,
2013; Ng, 2009).
Also, computer self-efficacy is a concept examined in 1989 by Davis et al. and Gist et
al., and it is defined as “an individual judgment of one’s capability to use a computer”
(Compeau & Higgins, 1991; Rhee et al., 2009). Computer self-efficacy has been linked to the
adoption of information systems, many computing behaviors of systems’ users, ethics in
usage, and contribution to systems’ enhancement and development (Rhee et al., 2009).
Self-efficacy in information security. In a study on the possibility of using selfefficacy in information security, Rhee et al. (2009) measured the effect of self-efficacy on
users’ ongoing information security behavior and desire to use security protection
technologies. The study revealed that individuals who had strong self-efficacy in information
security were more likely to use all sorts of activities that ensured security in addition to
using security protection technologies and applying updates/patches than those with weak
self-efficacy in information security. It is important to note that self-efficacy in information
security affected these users’ security behavior regarding the use of computer and internet
technologies. Strong self-efficacy in information security gave users the incentive to back up
their data and important documents, use powerful and a variety of passwords for their online
accounts that include social media accounts, make sure the sites they used had the feature of
encrypting personal and private information, and not permit others to share their personal
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computers. This study showed that self-efficacy was a significant factor in measuring the
behavior of information security users and in its ability to motivate users to exert more effort
to ensure security. Users with experience in computer and internet technologies were likely
to have stronger self-efficacy in information security, especially when their behaviors
involved information security protection. It was also found that users who were introduced to
security attacks, such as viruses and spyware, and fell victim to cybercrimes were likely to
have weaker self-efficacy. Individuals’ belief in the inability of technology to control
information security threats affected their level of self-efficacy. This study showed the
possibility of using social cognitive theory in the information security domain and affirmed
that self-efficacy in information security is a validated factor in understanding security
behavior of users.
Social learning theory. In social learning theory, Rotter (1954) based his
assumptions on the empirical law of effects, which postulates that motivation is associated
with stimulation or reinforcement. Rotter depended on the concept that human personality
and therefore behavior is a result of human interaction with the environment and the specific
responses to different situations. Behavior changes according to how a person thinks and
what environment experiences. Rotter believes that people are driven by achieving goals and
optimizing reinforcement, rather than only escaping punishment (Mearns, 2009; Rotter,
1954).
The social learning theory postulates that behavior potential, expectancy,
reinforcement value, and psychological situation are the influencing factors of one’s
behavior. Behavior potential involves the probability of getting involved in a certain behavior
when exposed to a specific situation. Expectancy involves the likelihood that a certain
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behavior will result in a specific reinforcing outcome. Expectancies could be high or low
depending on the outcomes of past experiences with the behavior. Reinforcement value
could be an outcome a person wants to achieve and represent a high reinforcement value or
something a person want to avoid and represent a low reinforcement value. Rotter considered
the psychological situation as unique to each individual since different people respond
differently to the same situation (Mearns, 2009).
Locus of control. The social learning theory includes both specific and general
constructs to allow measuring the variables and drawing a pool of precise predictions from
them. Rotter (1954) is known for his major generalized expectancy for reinforcement control
that he named locus of control (Wallston, 1992). Locus of control can be applied to different
situations, and it is related to people’s beliefs about whether they are reinforced or not. Locus
of control can be internal or external, and this depends on whether people have control over
their outcomes by using their abilities, experience, and effort (internal) or their outcomes are
driven and determined by outside forces that are out of their control (external) (Alkailani,
2009; Mearns, 2009; Rotter, 1954). Both internal and external locus of control relate to the
extent individuals think that an outcome is a result of their own behavior or other external
force such as luck or other people (Alkailani, 2009). Rotter (1954) emphasized the concept
that locus of control can predict how people respond and what behavior will likely take place
in different situations. However, for example, in certain situations, externals can behave like
internals due to their learning experience that influence the way they behave and vice versa
(Rotter, 1954; Mearns, 2009).
There is a misunderstanding associated with locus of control concerning the
assumption that it is a personality construct; however, locus of control is associated with
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situational states rather than dispositional traits (Stewart, 2006; You, Ji, & Han, 2013). This
misunderstanding is due to the confusion between the dimensions of internality and
externality of locus of control and their apparent similarity to that of introversion and
extraversion of personality traits (You et al., 2013). Locus of control has been examined in
multiple research studies. For example, locus of control was investigated to find its role in
risky and unsafe aviation behavior and indicated that pilots show more internal than external
locus of control (Joseph & Ganesh, 2006; You et al., 2013). In addition, the number of risky
behavior pilots are exposed to are found to be significantly correlated with their internal
locus of control score. The more the internal locus of control of pilots the lower risky
behavior they experience. Pilots with higher internal locus of control are more confident in
their skills, and they believe that they are not so much exposed to risky incidences compared
to those with higher external locus of control. Locus of control was found to reveal many
behaviors associated with safety and security (Ozkan & Lajunen, 2005; You et al., 2013).
When investigating the relationship between the two types of locus control and
scholastic accomplishment, it was indicated that there is a positive relationship between
scholastic achievement and individuals’ internal locus of control, while this relationship is
found to be negative with those who have external locus of control. This situation can be
attributed to the effort that individuals with internal locus of control exert, which is much
more than that what is exerted by those who have external locus of control. Individuals with
internal locus of control exert more effort because they think that they are responsible for the
results and can control them. The internal locus of control allows individuals to be contented
and satisfied with their accomplishments; however, they get embarrassed if their efforts did
not turn to be successful. In the meantime, external locus of control is not likely to make a
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difference in individuals’ emotions in both situations (İskender & Akin, 2010; Mearns,
2006).
In a study by Iskender and Akins (2010), internal locus of control concerning
students’ academic life was detected to be negatively related to internet addiction. In this
sense, individuals who believe that they are in control of their academic achievement and
their destiny do not likely to be addicted to the internet (İskender & Akin, 2010; Mearns,
2006). They also believe that they are capable of controlling their will to use the internet or to
continue using it without experiencing any sort of anxiety, nervousness, irritability, or
unhappiness (Chak & Leung, 2004; İskender & Akin, 2010). On the other hand, students
with external locus of control are more prone to believe that their lives are under the
authority and control of others, and therefore, they are more internet addicted and are unable
to control or curb their internet use. Accordingly, their external locus of control is positively
related to extensive internet use (Chak & Leung, 2004; İskender & Akin, 2010). In this study,
it was revealed that weak social self-efficacy is also an indication of internet addiction, while
strong self-efficacy is not likely an indication of internet addiction. Therefore, self-efficacy
and locus of control are related to each other, and they both affect behavior (İskender &
Akin, 2010).
Whitty, Doodson, Creese, and Hodges (2015) explored differences in cyber security
behavior, focusing on the behavior of sharing passwords. It was found that those with
external locus of control were more likely to engage in risky behavior. Those who believed
they did not have enough control over whether their data would be hacked showed a
decreased level of security behavior.
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Moderating effect of locus of control. Locus of control was used in many research
studies as a moderator that justifies the relationship between two variables. For example, in a
research conducted by Wei and Si (2013), locus of control was found to have a moderating
effect on the relationship between the abusive behavior of supervisors and individuals’
counterproductive work behavior (CWB). Counterproductive work behavior is a behavior
done on the purpose of harming the interests of others, such as an organization, coworkers,
stakeholders, or supervisors (Gruys & Sackett, 2003; Wei & Si, 2013). The relationship
between the supervisor and his employee is significant, and abusive supervision is associated
with abnormal employees’ behavior in the workplace (Tepper et al., 2009; Wei & Si, 2013).
Locus of control is considered in this research as a moderating factor that can influence
how individuals understand the situations they experience. Individuals interpret these
situations as a consequence of either internal factors, such as their skills, performance, and
patience, or external factors, such as available opportunities, heavy involvement, and
interference of other individuals (Spector, 1982; Wei & Si, 2013). Therefore, “locus of
control moderates the relationship between abusive supervision and subordinates’ CWB
towards the organization (sabotage, withdrawal, production deviance, and theft) such that
the relationship is stronger for a subordinate who is external rather than internal” (Wei &
Si, 2013, p. 284–285).
Lin and Ding (2003) investigated information and unethical behavior. This study
found a conflict concerning ethical behavior in dealing with information and in using
information systems. In this study, locus of control had a moderating effect on the process of
decision-making affecting ethical behavioral intentions along with job insecurity. The
process of decision-making was affected by ethical attitude, personal values, and perceived
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behavioral control. Ethical attitude was influenced by personal values, which represented the
individual’s beliefs affecting decision-making and ethical behavioral intentions (Oliver,
1999; Roozen, Pelsmacker, & Bostyn, 2001). Perceived behavioral control explains the
mentality of people who distinguish an easy-to-make behavior from a difficult one and can
control ethical behavioral intentions (Lin & Ding, 2003).
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Chapter 3: Methodology
Methodology is defined as “the ways in which knowledge is acquired, including the
ideas that govern the principles, rules, and procedures of a particular field of study or
discipline” (Daymon & Holloway, 2011, p. 100). In this methodology, the relationship
between the factors of technology acceptance of security protection technologies, selfefficacy of information security, and locus of control and information security behavior of
social media users are examined through statistical means. This chapter describes the
research design, population, sample size, sampling method, instrumental design, data
collection, data analysis, validity, and reliability.
Social media is a very useful means of online communications that has gained great
attention through the years. Social media allows its users to get in contact with others, create
and share information, and take part in online activities. However, the exponential increase in
the number of social media users and the massive data they create and generate can distract
them from applying technology security measures. The data generated can also be a source of
threat and abuse, leading to a lack of information credibility. Users differ in their perception
to these issues and the way they respond to them. Security protection technologies have to be
considered in such cases to avoid or at least decrease the threat associated with social media
use.
This quantitative study investigated how the factors of technology acceptance of
security protection technologies, self-efficacy of information security, and locus of control
influence information security behavior of social media users. A quantitative research study
is defined as the “type of educational research in which the researcher decides what to study,
asks specific, narrow questions, collects numeric (numbered) data from participants, analyzes
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these numbers using statistics, and conducts the inquiry in an unbiased, objective manner”
(Creswell, 2009, p. 39).
This study gathered data about the beliefs social media users have about security and
privacy behavior and policies on social media; their perception and compliance with security
measures, such as how often they change their passwords and privacy settings; and what
motivates them to disclose their sensitive information. All these factors are of great
significance when it comes to social media use as the mainstream of interaction in our digital
era. In this study, technology acceptance of security protection technologies was measured by
two factors: the perceived ease of use of security protection technologies and the perceived
usefulness of security protection technologies for users. Self-efficacy of information security
measured the level of confidence of using social media and users’ “capabilities to exercise
control over events that affect their lives” (Bandura, 1989a, p. 59). Locus of control is used to
measure “the perceived relationship between actions and outcomes” and the ability to
reinforce internal and external control (Wilhite, 1990). Locus of control of the social media
users was measured through investigating users’ internal locus of control and external locus
of control to determine whether individuals believed they had control over situations and
were responsible for their outcomes or believed they were powerless and situations were
under the control of others.
Research Design
This descriptive study was designed to answer the research questions and investigate
the research hypotheses. A descriptive study examines existing situations. Descriptive
research “does not involve changing or modifying the situation under investigation, nor is it
intended to determine cause-and-effect relationships” (Leedy & Ormrod, 2013, p. 184).
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According to Leedy and Ormrod (2013), a survey is used for “acquiring information about
one or more groups of people—perhaps about their characteristics, opinions, attitudes, or
previous experiences—by asking them questions and tabulating their answers” (p. 189). A
survey was used for the purpose of this research to acquire information about the population
of social media users at a university in Riyadh, Saudi Arabia.
This research was conducted to learn about the security behavior of the large
population of social media users, especially their use of security technology, such as firewall,
antivirus, anti-spyware software, or the like, to avoid security attacks. It investigated how
factors of personality, such as technology acceptance, self-efficacy, and locus of control, can
change the way users deal with technology without jeopardizing their information security or
being exposed to threats and attacks. A questionnaire for the survey was prepared by the
researcher and sent to users online through one of the survey channels, such as Qualtrics.
Descriptive statistics were used for data analysis to draw results and conclusions.
Population and Sampling
The population for this study included all students from a university in Riyadh, Saudi
Arabia, who used social media. Since most social media users are between the ages of 18 and
29, as illustrated in Figure 2, it was convenient to find this age range in the university
population, which is 18 and older. Convenience sampling was utilized in this research since
random sampling was not available for the researcher. Convenience sampling was utilized
using students available at the university investigated (Leedy & Ormrod, 2013). Reaching
participants was faster and easier using convenience sampling, which made it the most
appropriate for this study. In addition, snowball sampling was utilized to allow participants to
recruit other students from the same university to draw data from a larger sampling pool. For
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large populations that exceed 5,000, a sample size of 385 is adequate (Leedy & Ormrod,
2013). The researcher recruited 559 participants from the population of students attending the
university investigated.
Human Subjects Approval
In this descriptive study, data were collected from students, and therefore, the
researcher obtained University Human Subjects Review Committee approval before
recruiting any participants. The request for approval is included in Appendix A. The
researcher completed CITI training and obtained an informed consent from each participant
before the recruiting process (see Appendix B). Participants’ identities were anonymous and
any information provided to the researcher was confidential.
Instrument Design
In this study, a survey questionnaire was prepared by the researcher and sent to users
online through a survey channels called Qualtrics. The questionnaire included questions that
collectively examined the research hypotheses proposed in the research model and derived
from a variety of theories well established in previous studies. These hypotheses aimed to
investigate the relationships between the different factors that have an influence on
information security behavior of social media users. The questionnaire was designed to
measure factors, such as perceived ease of use, perceived usefulness, technology acceptance,
self-efficacy, locus of control, and practicing security behavior, on social media. Each of
these factors was measured using a 5-point Likert-type scale (see Appendix C). The survey
was introduced to a panel of experts to ensure its validity.
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Validity
The validity of each scale was considered to make sure that the surveys measured
what they were designed to measure. For this purpose, face validity and content validity were
used. Face validity is “the extent to which, on the surface, an instrument looks like it is
measuring a particular characteristic” (Leedy & Ormrod, 2013, p. 89). Although face validity
is useful in ensuring collaboration of participants, it is not a sufficient measure of validity.
Content validity, sometimes called logical or rational validity, is a type of validity
measurement defined as “the extent to which a measurement instrument is a representative
sample of the content area (domain) being measured” (Leedy & Ormrod, 2013, p. 89–90). In
this study, the content of the questionnaire was accessed to ensure that it incorporates the
area and depth a factor was designed to cover. This process was guaranteed because the
questionnaire utilized in this study had been successfully used and validated in earlier
studies. Content validity of the questionnaire used in this study was warranted by using
scales that had been investigated and used in similar situations (Gutierrez, 2012). Both face
and content validities were reinforced by consulting the experience of at least five experts
from Eastern Michigan University professors, who ensured that the items chosen for each
scale were accepted and validated.
Reliability
According to Taylor (2012), “reliability is a necessary condition for validity” and
refers to the assessment of the reproducibility of an instrument (p. 18). The Cronbach’s alpha
test was originated in 1951 by Cronbach and has since become the most common method of
measuring instrument reliability objectively (Tavakol & Dennick, 2011). In the present study,
Cronbach’s alpha was utilized to determine the reliability of all scales used in this study by
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ensuring that participant responses were internally consistent (Clarke, 2011; Leedy &
Ormrod, 2013; Taylor, 2012). Previous studies reported that if for each factor used, the value
of the Cronbach’s alpha was more than 0.7, then the scale’s reliability could be ensured (Park
& Chen, 2007).
Data Collection
Approval from the university in Saudi Arabia was obtained to facilitate contacting
students and recruiting them from its student registration database (see Appendix D). An
online survey was utilized for data collection from the students of the university investigated.
A questionnaire was prepared and designed to be available on the Web for easy access by
participants. The questionnaire included a variety of questions that were the basis for
answering the research questions and hypotheses (Creswell, 2009). The questionnaire used
items designed to measure factors such as technology acceptance and its components:
perceived usefulness, perceived ease of use, self-efficacy, and locus of control and how these
factors affected the information security behavior of users on social media networks. A 5point Likert-type scale starting from 1, strongly disagree, to 5, strongly agree, was used for
the constructs of perceived usefulness, perceived ease of use, and self-efficacy. A part of the
questionnaire was constructed for demographic data concerning social media users’ age,
gender, and level of education.
Technology acceptance model scale. This scale was developed by Davis (1989), and
its validated items have been used in prior research. The technology acceptance model was
heavily used in many studies to mainly measure perceived usefulness and perceived ease of
use of a certain technology (e.g., Agarwal & Karahanna, 2000; Legris, Ingham, & Collerette,
2002; Taylor & Todd, 1995; Venkatesh & Davis, 2000). Many of the prior studies have
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created their reliability and validity (Davis, 1989; Moore, & Benbasat, 1991; Taylor, & Todd,
1995; Venkatesh, & Davis, 1996; Rauniar et al., 2014). Davis (1989) found that the value of
reliability for perceived ease of use is 0.93 and that of usefulness is 0.97. The scale of each of
the perceived usefulness and perceived ease of use consists of seven items based on a 5-point
Likert scale (1 = strongly disagreed, 2 = disagreed, 3 = neutral, 4 = agree, and 5 = strongly
agreed).
Self-efficacy scale. The self-efficacy scale was developed by Bandura (1989a) using
the social cognitive theory. The scale of self-efficacy will be modified to serve the purpose of
this study. Researchers used the scale of self-efficacy in information security and have
created their own scale (Rhee et al., 2009). In this study, the modified scale was constructed
consisting of seven items based on a 5-point Likert scale (1 = strongly disagreed, 2 =
disagreed, 3 = neutral, 4 = agree, and 5 = strongly agreed) based on prior research (e.g.,
Ajzen, 1991; Compeau & Higgins, 1991; Taylor & Todd, 1995).
Locus of control scale. This scale was developed by Rotter in 1966. The scale has
been used on a wide scale in many areas of research. This scale has 13 items to distinguish
between people with an internal locus of control versus those with an external locus of
control. Scores of this scale range from 0 to 13, and a low score means the person has
internal locus of control, while a high score means the person has external locus of control
(Rotter, 1966).
Security behavior scale. Security behavior was measured by using a scale adapted
from Taylor and Todd (1995), and Androulidakis and Kandus (2011). The scale was
modified to measure security behavior of social media users. The scale consisted of nine
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items based on a 5-point Likert scale (1 = strongly disagreed, 2 = disagreed, 3 = neutral, 4 =
agree, and 5 = strongly agreed).
Data Analysis
For data analysis, the researcher has inspected data collected from the survey and
reflected on it to examine new interpretations. Data analysis required several procedures to
be addressed until findings were identified. These procedures started with using MS Excel
software to determine the number of participants who answered all the survey questions and
reject incomplete surveys. Descriptive statistics, as well as inferential statistics, were used in
this research study. Descriptive statistics were used to obtain information such as the mean,
standard deviation, normality minimum and maximum values, and frequencies with respect
to age, level of education, major, and gender.
Further statistical analysis was conducted to answer research questions and to test
proposed hypotheses. Statistical techniques used in this study included correlation to
determine the levels of the relationships between the factors of technology acceptance, selfefficacy, and locus of control and information security behavior of social media users (Huck,
2008). Moreover, chi-square tests were employed to examine the significance of the
relationships between the nominal variables. There is considered to be a significant
relationship between two nominal variables, if the p value is less than .05 (Morgan, Leech,
Gloeckner, & Barrett, 2012).
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Chapter 4: Results
This chapter provides a detailed explanation of the results of the data analysis,
starting with calculating the completion rates and the demographic analysis. It continues with
a discussion of the reliability, normality, and hypothesis testing and concludes with a chapter
summary. An online survey was utilized to collect the research data. The researcher could not
send the survey to all students directly because of the university policy. Therefore, the IT
Department and Deanship of Student Affairs at the university assisted the researcher by
sending the survey link to all students several times through email during the winter 2017
and summer 2017 semesters. After collecting the data, MS Excel was employed to filter the
data by inspecting and removing all incomplete surveys. Finally, the statistical analysis was
completed and the research hypotheses tested using SPSS Version 21.
Completion Rates
To increase the sample size in this study, the researcher used both convenience
sampling and snowball or chain sampling techniques. This resulted in a total of 804 collected
surveys. After filtering, it was found that 559 surveys (70%) were completed, and 245 of the
804 collected surveys (30%) were incomplete.
Demographic Analysis
Table 1 describes the following nominal variables:
•

gender,

•

having a social media account,

•

having more than one social media account,

•

years spent using social media,

•

hacking attacks.
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In the 559 completed surveys, 50.8% of participants were male, and 49.25% were
female. In addition, 98.75% of participants had at least one social media account, and 1.3%
had no social media account. In terms of the question “Do you have more than one social
media account, such as Facebook, Twitter, Snapchat, etc.?” it was found that 71.2% had
more than one social media account, and only 28.8% did not have more than one account. In
terms of hacking experiences, 85.5% of participants claimed that their social media accounts
had never been hacked, and only 14.5% claimed their social media accounts had been hacked
at some point. However, 62.8% knew individuals whose social media accounts had been
hacked.
Table 1
Demographics of the Sample
Question

Answer

Percent

Male

50.8%

Female

49.2%

Do you have a social media account, such as Facebook,
Twitter, Snapchat, etc.?

Yes

98.7%

No

1.3%

Do you have more than one social media account, such as
Facebook, Twitter, Snapchat, etc.?

Yes

71.2%

No

28.8%

Yes

14.5%

No

85.5%

Yes

62.8%

No

37.2%

Gender

Have your social media accounts ever been hacked?
Do you know anyone whose social media accounts have
been hacked?

Table 2 describes the categorical data concerning the education level of the research
sample. In the collected data, it was observed that 66 participants (11.8%) had a high school
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diploma, 40 (7.2%) had some college, 336 (60.1%) had a bachelor’s degree, 109 (19.5%) had
a master’s degree, and 5 (0.9%) had a PhD.
Table 2
Education Level
Level

Frequency

Percent

Cumulative Percent

High school

66

11.8%

11.8%

Some college

40

7.2%

19.0%

Bachelor’s

336

60.1%

79.1%

Master’s

109

19.5%

98.6%

PhD

5

0.9%

99.5%

Other

3

0.5%

100.0%

Total

559

100%

Table 3 describes the categorical data concerning what fields participants majored in.
In the collected data, it was observed that 50 participants (8.9%) majored in science, 39 (7%)
majored in education, 54 (9.7%) majored in engineering, 55 (9.8%) majored in medicine, 64
(11.4%) majored in management, 113 (20.2%) majored in computer science, and 33 (5.9%)
majored in art.
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Table 3
Major
Major

Frequency

Percent

Science

50

8.9%

Education

39

7%

Engineering

54

9.7%

Medical

55

9.8%

Management

64

11.4%

113

20.2%

33

5.9%

Other

151

27%

Total

559

100%

Computer
Art

Table 4 summarizes the averages of the remaining variables in the demographic
section, which were participant age and number of years spent using social media. In this
study, participants’ average age was 23, and their average for years spent using social media
was three years and six months.
Table 4
Age and Years Spent Using Social Media
Factor

N

Age

559

18

29

23.14

Years spent using social media

559

0

5

3.5
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Min

Max

M

Reliability Analysis
Reliability is one of the mandatory requirements for validity (Taylor, 2012).
Therefore, SPSS was used to find the Cronbach’s alpha and to examine the reliability of each
scale that was used. According to Park and Chen (2007), to consider a scale reliable, the
Cronbach’s alpha should be 0.7 or above. Table 5 includes all Cronbach’s alpha (α) scores of
all scales used for variables. All scales used were found to be reliable because the Cronbach’s
alpha coefficient values of each scale were greater than 0.7.
Table 5
Reliability of Scales
Scale

Cronbach’s Alpha

Number of Items

Perceived Usefulness

α=

0.795

7 items

Perceived Ease of Use

α=

0.809

7 items

Technology Acceptance

α=

0.820

14 items

Self-Efficacy

α=

0.835

7 items

Security Behavior

α=

0.833

9 items

Locus of Control

α=

0.750

13 items

Normality
In statistics, there are several methods that could be used to test the normality of data.
In this study, through SPSS, skewness and kurtosis were calculated in order to examine the
normality of the research data. Data asymmetry can be measured by skewness, and the
distribution of data can be measured by kurtosis (Kim, 2013). The skewness and kurtosis
values of data that are normally distributed range from -2 to +2 (Kline, 2011). The violation
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of the assumption of normality occurs when skewness and kurtosis have values that are out
of this acceptable range (-2, +2). As shown in Table 6, it was evident that the data were
normally distributed because the skewness and kurtosis values of each variable were between
-2 and +2.
Table 6
Normality Tests
Scale

N

Skewness

Kurtosis

Perceived Usefulness

559

-0.679

0.097

Perceived Ease of Use

559

-0.236

-0.586

Technology Acceptance

559

-0.243

-0.582

Self-Efficacy

559

-0.298

-0.393

Security Behavior

559

-0.010

-0.333

Locus of Control

559

0.340

-0.177

Valid N (listwise)

559

Hypothesis Testing
By using SPSS, the Pearson correlation was employed to investigate the relationships
between the factors of technology acceptance, self-efficacy, locus of control, and information
security behavior of social media users (see Huck, 2008). Furthermore, the total score of each
variable was divided and recoded into five subgroups starting from 1 (very weak) to 5 (very
strong) based on phase jumps of each variable. The chi-square test was utilized to examine
the significance of the relationship of the nominal data (Morgan et al., 2012).
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Hypothesis 1.

1 predicted that “there is no relationship between technology

acceptance of security protection technologies and information security behavior of social
media users.”
Table 7 describes the significance, strength, and direction of the relationship between
the technology acceptance of security protection technologies and information security
behavior of social media users. It was recognized that the relationship between technology
acceptance and security behavior was significant, p < .01. Furthermore, it was observed that
there was a strong and positive linear relationship between technology acceptance and
security behavior because the correlation value was high (r = .663). This meant 66.3% of the
variance in information security behavior could be explained by technology acceptance.
Thus, the null hypothesis (

1) was rejected. As shown in Table 8, technology acceptance

has a major influence on the regression equation. When technology acceptance increased by
one unit, information security behavior increased by 0.61 units. Likewise, for the nominal
data, it was found that the relationship between technology acceptance and security behavior
was significant because the chi-square value was less than .01 (see Table 9). Finally, the
cross-tabulation analysis (see Table 10) supported the same finding when the total score for
technology acceptance and security behavior was divided into five subgroups ranging from 1
(very weak) to 5 (very strong) based on phases of each variable (see Appendix E & F). It was
observed that the total participants in each row (security behavior) and column (technology
acceptance) increased gradually with the strength level of each one.
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Table 7
Relationship Between Technology Acceptance and Security Behavior
TA

SB

Pearson Correlation
TA

Sig. (2-tailed)

.000

N
Pearson Correlation
SB

.663*

1

Sig. (2-tailed)

559

559

.663*

1

.000

N
Note. Correlation is significant at the .01 level (2-tailed).

559

559

Table 8
Coefficient of Technology Acceptance and Security Behavior

Model

Unstandardized
Coefficients
B

(Constant)

Standardized
Coefficients

Std. Error

-3.501

1.726

.618

.030

t

Sig.

Beta
-2.029

.043

20.891

.000

1
TA

.663

Note. Dependent variable: SB.
Table 8
Chi-Square Test of Technology Acceptance and Security Behavior
Value

df

Asymp. Sig. (2-sided)

Pearson Chi-Square

282.048

16

.000

Likelihood Ratio

280.401

16

.000

Linear-by-Linear Association

199.980

1

.000

Number of Valid Cases

559
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Table 9
Cross-Tabulation Between Technology Acceptance and Security Behavior
TA
1
Count
1

% within
TA
% of Total
Count

2

% within
TA
% of Total
Count

SB

3

% within
TA
% of Total
Count

4

% within
TA
% of Total
Count

5

% within
TA
% of Total
Count

Total

% within
TA
% of Total

2

Total

3

4

5

2

6

2

3

0

13

28.6%

7.6%

2.6%

1.6%

0.0%

2.3%

0.4%

1.1%

0.4%

0.5%

0.0%

2.3%

2

21

19

10

7

59

28.6%

26.6%

25.0%

5.4%

3.3%

10.6%

0.4%

3.8%

3.4%

1.8%

1.3%

10.6%

3

35

26

47

19

130

42.9%

44.3%

34.2%

25.5%

8.9%

23.3%

0.5%

6.3%

4.7%

8.4%

3.4%

23.3%

0

15

26

88

46

175

0.0%

19.0%

34.2%

47.8%

21.6%

31.3%

0.0%

2.7%

4.7%

15.7%

8.2%

31.3%

0

2

3

36

141

182

0.0%

2.5%

3.9%

19.6%

66.2%

32.6%

0.0%

0.4%

0.5%

6.4%

25.2%

32.6%

7

79

76

184

213

559

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

1.3%

14.1%

13.6%

32.9%

38.1%

100.0%
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Hypothesis 2.

2 predicted that “there is no relationship between perceived

usefulness of security protection technologies and information security behavior of social
media users.”
Table 11 illustrates the significance, strength, and direction of the relationship
between perceived usefulness of security protection technologies and information security
behavior of social media users. It was clearly observed that the relationship between
perceived usefulness and security behavior was significant, p < .01. This relationship was
also positive due to the correlation value (r = .434). This meant that 43.4% of the variance in
information security behavior could be explained by perceived usefulness. As a result, the
null hypothesis (

2) was rejected. In addition, Table 12 shows how perceived usefulness

had a remarkable impact on the regression equation. When perceived usefulness increased by
one unit, information security behavior increased by 0.89 units. Likewise, for the nominal
data, it was found that the relationship between perceived usefulness and security behavior
was significant because the chi-square value was less than .01 (see Table 13). Lastly, the
cross-tabulation analysis (see Table 14) supported the same finding when the total score for
perceived usefulness and security behavior was divided into five subgroups (see Appendix
G). The total participants in each row (security behavior) and column (perceived usefulness)
increased gradually with the strength level of each one.
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Table 10
Relationship Between Perceived Usefulness and Security Behavior
PU

SB

Pearson Correlation
PU

.434*

1

Sig. (2-tailed)

.000

N
Pearson Correlation
SB

Sig. (2-tailed)

559

559

.434*

1

.000

N
559
Note. Correlation is significant at the .01 level (2-tailed).

559

Table 11
Coefficient of Perceived Usefulness and Security Behavior

Model

Unstandardized
Coefficients
B

(Constant)

Standardized
Coefficients

Std. Error

4.577

2.448

.897

.079

t

Sig.

Beta
1.870

.062

11.371

.000

1
PU

.434

Note. Dependent variable: SB.
Table 12
Chi-Square Test of Perceived Usefulness and Security Behavior
Value

Asymp. Sig.
(2-sided)

df

Pearson Chi-Square

143.390

16

.000

Likelihood Ratio

147.229

16

.000

81.246

1

.000

Linear-by-Linear Association
Number of Valid Cases

559
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Table 13
Cross-Tabulation Between Perceived Usefulness and Security Behavior
PU
Total
1
Count

4

5

7

0

1

4

13

% within PU

4.3%

10.4%

0.0%

0.6%

1.9%

2.3%

% of Total

0.2%

1.3%

0.0%

0.2%

0.7%

2.3%

3

9

17

16

14

59

13.0%

13.4%

17.7%

9.6%

6.8%

10.6%

0.5%

1.6%

3.0%

2.9%

2.5%

10.6%

11

31

22

40

26

130

47.8%

46.3%

22.9%

24.1%

12.6%

23.3%

2.0%

5.5%

3.9%

7.2%

4.7%

23.3%

7

18

45

56

49

175

30.4%

26.9%

46.9%

33.7%

23.7%

31.3%

1.3%

3.2%

8.1%

10.0%

8.8%

31.3%

1

2

12

53

114

182

% within PU

4.3%

3.0%

12.5%

31.9%

55.1%

32.6%

% of Total

0.2%

0.4%

2.1%

9.5%

20.4%

32.6%

23

67

96

166

207

559

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

4.1%

12.0%

17.2%

29.7%

37.0%

100.0%

% within PU
% of Total
Count
% within PU
% of Total
Count
% within PU
% of Total
Count

Count
Total

3

1

Count

SB

2

% within PU
% of Total
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Hypothesis 3.

3 predicted that “there is no relationship between perceived ease of

use of security protection technologies and information security behavior of social media
users.”
Table 15 describes the significance, strength, and direction of the relationship
between the perceived ease of use of security protection technologies and information
security behavior of social media users. It was obviously observed that the relationship
between perceived ease of use and security behavior was significant since p value was less
than .01. In addition, this relationship was strong, linear, and positive due to the high
correlation value (r = .667). In other words, 66.7% of the variance in information security
behavior could be explained by perceived ease of use. As a result, the null hypothesis (

3)

was rejected. In addition, Table 16 shows that perceived ease of use had a major impact on
the regression equation. When perceived ease of use increased by one unit, information
security behavior increased by 0.88 units. Likewise, for the nominal data, it was observed
that the relationship between perceived ease of use and security behavior was significant
because the chi-square value was less than .01 (see Table 17). Finally, the cross-tabulation
analysis (see Table 18) supported the same finding when the total score for perceived ease of
use and security behavior was divided into five subgroups (see Appendix H). It was found
that the total participants in each row (security behavior) and column (perceived ease of use)
increased gradually with the strength level of each one.
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Table 14
Relationship Between Perceived Ease of Use and Security Behavior
PEU
Pearson Correlation
PEU

.667*

1

Sig. (2-tailed)

.000

N
Pearson Correlation
SB

SB

559

559

.667*

1

Sig. (2-tailed)

.000

N
Note. Correlation is significant at the .01 level (2-tailed).

559

559

Table 15
Coefficient of Perceived Ease of Use and Security Behavior
Unstandardized
Coefficients

Model

B

Standardized
Coefficients

Std. Error

t

Sig.

Beta

(Constant)

8.271

1.156

PEU

.889

.042

7.157

.000

21.134

.000

1
.667

Note. Dependent variable: SB.
Table 16
Chi-Square Test of Perceived Ease of Use and Security Behavior

Pearson Chi-Square

298.844

16

Asymp. Sig. (2sided)
.000

Likelihood Ratio

270.849

16

.000

Linear-by-Linear Association

196.926

1

.000

Value

Number of Valid Cases

559

69

df

Table 17
Cross-Tabulation Between Perceived Ease of Use and Security Behavior
PEU
1
Count

4

5

11

14

4

1

39

1 % within PEU

64.3%

26.2%

10.6%

2.1%

0.6%

7.0%

% of Total

1.6%

2.0%

2.5%

0.7%

0.2%

7.0%

1

7

14

7

4

33

2 % within PEU

7.1%

16.7%

10.6%

3.6%

2.2%

5.9%

% of Total

0.2%

1.3%

2.5%

1.3%

0.7%

5.9%

1

12

46

31

12

102

3 % within PEU

7.1%

28.6%

34.8%

16.1%

6.7%

18.2%

% of Total

0.2%

2.1%

8.2%

5.5%

2.1%

18.2%

3

8

50

84

31

176

4 % within PEU

21.4%

19.0%

37.9%

43.8%

17.3%

31.5%

% of Total

0.5%

1.4%

8.9%

15.0%

5.5%

31.5%

0

4

8

66

131

209

5 % within PEU

0.0%

9.5%

6.1%

34.4%

73.2%

37.4%

% of Total

0.0%

0.7%

1.4%

11.8%

23.4%

37.4%

14

42

132

192

179

559

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

2.5%

7.5%

23.6%

34.3%

32.0%

100.0%

Count

Count

Count

Count
Total

3

9

Count

SB

2

Total

% within PEU
% of Total
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Hypothesis 4.

4 predicted that “there is no relationship between self-efficacy of

information security and information security behavior of social media users.”
Table 19 describes the significance, strength, and direction of the relationship
between the self-efficacy of information security and information security behavior of social
media users. It was observed that the relationship between self-efficacy and security behavior
was significant due to the p value that was less than .01. In addition, there was a strong,
positive linear relationship between self-efficacy and security behavior due to the high
correlation value (r = .720). This meant that 72% of the variance in information security
behavior could be explained by self-efficacy. As a result, the null hypothesis (

4) was

rejected. Moreover, Table 20 describes how self-efficacy made a remarkable contribution to
the regression equation. When self-efficacy increased by one unit, information security
behavior increased by 0.94 units. In addition, for the nominal data, it was found that the
relationship between self-efficacy and security behavior was significant because the chisquare value was less than .01 (see Table 21). Finally, the cross-tabulation analysis
reinforced the same finding when the total score of self-efficacy and security behavior was
divided into five subgroups (see Appendix I). It was found that the total participants in each
row (security behavior) and column (self-efficacy) are increasing gradually with the strength
level of each one.
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Table 18
Relationship Between Self-Efficacy and Security Behavior
Slf_EF
Pearson Correlation
Slf_EF

1

.720*

Sig. (2-tailed)

.000

N
Pearson Correlation
SB

SB

559

559

*

1

.720

Sig. (2-tailed)

.000

N
559
Note. Correlation is significant at the .01 level (2-tailed).

559

Table 19
Coefficient of Self-Efficacy and Security Behavior

Model

Unstandardized
Coefficients
B

(Constant)

Standardized
Coefficients

Std. Error

6.717

1.063

.943

.039

t

Sig.

Beta
6.320

.000

24.480

.000

1
Slf_EF

.720

Note. Dependent variable: SB.
Table 20
Chi-Square Test of Self-Efficacy and Security Behavior

Pearson Chi-Square

343.422

16

Asymp. Sig.
(2-sided)
.000

Likelihood Ratio

281.864

16

.000

Linear-by-Linear Association

211.569

1

.000

Value

Number of Valid Cases

df

559
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Table 21
Cross-Tabulation Between Self-Efficacy and Security Behavior
Slf_EF
Total
1
Count
1

1

1

13

57.1%

11.1%

3.0%

0.5%

0.5%

2.3%

0.7%

0.7%

0.5%

0.2%

0.2%

2.3%

2

14

19

20

4

59

28.6%

38.9%

19.0%

10.2%

1.8%

10.6%

0.4%

2.5%

3.4%

3.6%

0.7%

10.6%

0

15

38

36

13

102

% within
Slf_EF

0.0%

41.7%

38.0%

18.3%

5.9%

18.2%

% of Total

0.0%

2.7%

6.8%

6.4%

2.3%

18.2%

1

3

38

114

85

241

14.3%

8.3%

38.0%

57.9%

38.8%

43.1%

0.2%

0.5%

6.8%

20.4%

15.2%

43.1%

0

0

2

26

116

144

% within
Slf_EF

0.0%

0.0%

2.0%

13.2%

53.0%

25.8%

% of Total

0.0%

0.0%

0.4%

4.7%

20.8%

25.8%

7

36

100

197

219

559

100.0%

100.0%

100.0%

100.0%

100.0%

100.0%

1.3%

6.4%

17.9%

35.2%

39.2%

100.0%

% within
Slf_EF

% within
Slf_EF

Count

Count
4

% within
Slf_EF
% of Total
Count

5

Count
Total

5

3

% of Total

3

4

4

Count

SB

3

4

% of Total

2

2

% within
Slf_EF
% of Total
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Hypothesis 5.

5 predicted that “locus of control will not moderate the above

relationships.”
In statistics, there are several methods that could be used to determine the moderating
effect of a variable on the relationship between other variables. According to Edwards and
Lambert (2007), splitting the sample into subgroups based on the moderating variable types
or groups is a technique that has been widely used to for this purpose. To answer (

5) and

determine the moderating effect of locus of control on the relationship between the factors of
technology acceptance and self-efficacy and information security behavior, the participants
were recoded and split into two subgroups using SPSS based on the two types of locus of
control (internal/external). Participants who had a total locus of control score of less than 7
were labeled internal locus of control (IN_LC), and the rest were labeled external locus of
control (EX_LC). This mechanism was critical in order to examine the moderating effect of
locus of control on the relationship between the technology acceptance of security protection
technologies, perceived usefulness of security protection technologies, perceived ease of use
of security protection technologies, self-efficacy of information security, and information
security behavior of social media users.
Hypothesis 5a.

5.

predicted that “locus of control will not moderate the

relationships between technology acceptance of security protection technologies and
information security behavior of social media users.”
As shown in Table 23, it was observed that among those social media users who had
internal locus of control (IN_LC), the significant relationship and positive correlation
between technology acceptance and information security behavior increased, r = .733, n =
140, p < .01. This was in contrast to social media users who had external locus of control
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(EX_LC), r = .640, n = 419, p < .01. This finding suggested that people with internal locus of
control influenced the correlation between technology acceptance and information security
behavior by increasing social media users’ technology acceptance of security protection
technologies and information security practices. In other words, social media users with an
internal locus of control had a stronger acceptance of security protection technologies and
used all possible practices to secure their information.
Table 22
Moderating Variable: Relationship Between Technology Acceptance and Security Behavior
LC_Type

TA
Pearson Correlation
TA

Pearson Correlation

140

140

.733*

1

Sig. (2-tailed)

.000

N

140

140

1

.640*

Pearson Correlation
Sig. (2-tailed)

.000

N
EX_LC
Pearson Correlation
SB

.733*
.000

N

TA

1

Sig. (2-tailed)

IN_LC
SB

SB

419

419

.640*

1

Sig. (2-tailed)

.000

N

419

Note. Correlation is significant at the .01 level (2-tailed).

75

419

Hypothesis 5b.

5. predicted that “locus of control will not moderate the

relationships between perceived usefulness of security protection technologies and
information security behavior of social media users.”
As shown in Table 24, among social media users who had internal locus of control
(IN_LC), the significant relationship and positive correlation between perceived usefulness
and information security behavior increased, r = .551, n = 140, p < .01. This was in contrast
to social media users who had external locus of control (EX_LC), r = .394, n = 419, p < .01.
This finding suggested that people with internal locus of control influenced the correlation
between perceived usefulness and information security behavior by increasing social media
users’ perceived usefulness of security protection technologies and information security
practices. Alternatively, social media users with an internal locus of control had a stronger
belief that using security protection technologies was useful to enhance their information
security behavior and used all possible practices to secure their information.
Table 23
Moderating Variable: Relationship Between Perceived Usefulness and Security Behavior
LC_Type

PU

Pearson Correlation
PU
Sig. (2-tailed)
N
IN_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Pearson Correlation
PU
Sig. (2-tailed)
N
EX_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Note. Correlation is significant at the .01 level (2-tailed).
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1
140
.551**
.000
140
1
419
.394**
.000
419

SB
.551*
.000
140
1
140
.394*
.000
419
1
419

Hypothesis 5c.

5. predicted that “locus of control will not moderate the

relationships between perceived ease of use of security protection technologies and
information security behavior of social media users.”
As shown in Table 25, it was recognized that among social media users who had
internal locus of control (IN_LC), the significant relationship and positive correlation
between perceived ease of use and information security behavior increased, r = .707, n = 140,
p < .01. This was in contrast to social media users who had external locus of control
(EX_LC), r = .654, n = 419, p < .01. This finding suggested that people with internal locus of
control influenced the correlation between perceived ease of use and information security
behavior by increasing social media users’ perceived ease of use of security protection
technologies and information security practices. In other words, social media users with an
internal locus of control had a stronger belief that using security protection technologies was
uncomplicated and used all possible practices to secure their information.
Table 24
Moderating Variable: Relationship Between Perceived Ease of Use and Security Behavior
LC_Type
Pearson Correlation
Sig. (2-tailed)
N
IN_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Pearson Correlation
PEU
Sig. (2-tailed)
N
EX_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Note. Correlation is significant at the .01 level (2-tailed).

PEU
1

PEU
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140
.707*
.000
140
1
419
.654*
.000
419

SB
.707*
.000
140
1
140
.654*
.000
419
1
419

Hypothesis 5d.

5.

predicted that “locus of control will not moderate the

relationships between self-efficacy of information security and information security behavior
of social media users.”
As shown in Table 26, it was observed that among social media users who had
external locus of control (EX_LC), the significant relationship and positive correlation
between self-efficacy and information security behavior increased, r = .742, n = 419, p < .01.
This was in contrast to social media users who had internal locus of control (IN_LC), r =
.709, n = 140, p < .01. This finding suggested that people with external locus of control
influenced the correlation between self-efficacy and information security behavior by
increasing social media users’ self-efficacy of information security and information security
practices. Alternatively, social media users with an external locus of control had a stronger
self-efficacy in using information security and performed all possible practices to secure their
information.
Table 25
Moderating Variable: Relationship Between Self-Efficacy and Security Behavior
LC_Type
Pearson Correlation
Slf_EF
Sig. (2-tailed)
N
IN_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Pearson Correlation
Slf_EF
Sig. (2-tailed)
N
EX_LC
Pearson Correlation
SB
Sig. (2-tailed)
N
Note. Correlation is significant at the .01 level (2-tailed).
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PEU
1
140
.709*
.000
140
1
419
.742*
.000
419

SB
.709*
.000
140
1
140
.742*
.000
419
1
419

Summary
In this study, an online survey was prepared and sent to all social media users at a
Saudi public university. MS Excel was employed to filter the collected data, and SPSS was
used to perform the statistical analysis. Completion rates were calculated in addition to the
demographic analysis. The reliability analysis indicated that all variables had Cronbach’s
alpha of 0.75 or above. The normality analysis indicated that all variables had skewness and
kurtosis between -2 and +2. The findings suggested that technology acceptance, perceived
usefulness, perceived ease of use, and self-efficacy had a remarkable impact on the
information security behavior of participants. Regarding the moderating variable (locus of
control), the relationship between technology acceptance, perceived usefulness, perceived
ease of use, and information security behavior of social media users was moderated in favor
of social media users with an internal locus of control. However, the relationship between
self-efficacy and information security behavior was moderated in favor of social media users
with an external locus of control.
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Chapter 5: Discussion
This chapter includes the following sections: an overview of the study, a discussion of
the main findings with recommendations for best practices, limitations and delimitations of
the study, research implications, and recommendations for future research.
Overview of the Study
This study explored the relationship between the factors of technology acceptance of
security protection technologies, self-efficacy of information security, and information
security behavior of social media users. In addition, it examined the moderating effect of
locus of control on the relationship between technology acceptance, perceived usefulness,
perceived ease of use, self-efficacy, and security behavior of social media users. To achieve
these objectives, some theories were utilized to frame the research model, including the
technology acceptance model, social cognitive theory, and social learning theory. This study
was conducted at a public university in Riyadh, Saudi Arabia. An online survey was
employed to collect the data, which were then filtered by using MS Excel, and SPSS was
employed to analyze the resulting data and examine the research hypotheses.
Discussion
Social media have become a vital avenue for human communication and at the same
time a target for online attacks and threats. The first line of defense, as well as the primary
cause of potential security attacks and threats, are social media users themselves. This study
investigated the relationship between the following factors among social media users:
technology acceptance of security protection technologies, self-efficacy of information
security, locus of control, and information security behavior of social media users.

80

Research questions. The following five research questions guided the present study:
Q 1. To what extent does technology acceptance of security protection technologies
relate to information security behavior of social media users?
Q 2. To what extent does perceived usefulness of security protection technologies
relate to information security behavior of social media users?
Q 3. To what extent does perceived ease of use of security protection technologies
relate to information security behavior of social media users?
Q 4. To what extent does self-efficacy of information security relate to information
security behavior of social media users?
Q 5. To what extent does locus of control moderate all of the above relationships?
Research null hypotheses. This study postulated the following null hypotheses:
1. There is no relationship between technology acceptance of security protection
technologies and information security behavior of social media users.
2. There is no relationship between perceived usefulness of security protection
technologies and information security behavior of social media users.
3. There is no relationship between perceived ease of use of security protection
technologies and information security behavior of social media users.
4. There is no relationship between self-efficacy of information security and
information security behavior of social media users.
5. Locus of control will not moderate the above relationships.
5. . Locus of control will not moderate the relationships between
technology acceptance of security protection technologies and
information security behavior of social media users.
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5. . Locus of control will not moderate the relationships between
perceived usefulness of security protection technologies and
information security behavior of social media users.
5. . Locus of control will not moderate the relationships between
perceived ease of use of security protection technologies and
information security behavior of social media users.
5. . Locus of control will not moderate the relationships between selfefficacy of information security and information security behavior of
social media users.
In this research, the total sample consisted of 559 participants (50.8% male, 49.25%
female). One of the most interesting findings was that 98.7% of the sample had at least one
social media account. In addition, 71.2% had more than one social media account, and over
77% reported either that their social media account had been hacked or that they knew
individuals whose social media accounts had been attacked. All these findings could be
considered as evidence in measuring the information security behavior of social media users.
Finally, the researcher examined the research hypotheses to determine the factors that might
influence social media users’ information security behavior.
Hypothesis 1. The first hypothesis examined the relationship between the acceptance
of security protection technologies and the information security behavior of social media
users. The results suggested a strong positive linear relationship between technology
acceptance of security protection technologies and information security behavior. In other
words, social media users with a high acceptance level of security protection technologies
were more likely to apply and employ all available security practices to secure their
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information, such as using anti-virus software, firewalls, strong passwords, and backing up
their information.
Similar findings were found in previous studies. For example, Brown et al. (2002)
showed how acceptance and behavior when using a system were important to job
performance. Furthermore, Maar (2013) found that employing the technology acceptance
model increased the likelihood of participants using a given technology by 40%.
Based on these results, it is recommended that IT professionals and social media
developers conduct online campaigns through social media networks to raise awareness
among social media users about the importance of using firewalls, anti-virus programs, and
anti-spyware/phishing software. Such campaigns should also show the importance of
understanding policies, configuring privacy settings, choosing strong passwords, and backing
up data. One study showed the importance of raising awareness as 76% of social media
scams and viruses were determined to be manually shared from one user to another
(Symantec, 2016). The reason these viruses and scams have been so effective and have
spread so quickly is because users showed more confidence clicking on a link when it was
posted by someone they trusted or were friends with (Zhao & Zhao, 2015). Thus, it is
recommended that IT professionals and social media developers discourage social media
users from opening, downloading, or sharing suspicious attachments that could lead to
security threats, vulnerabilities, and breaches.
Hypothesis 2. The second hypothesis investigated the relationship between perceived
usefulness of security protection technologies and the information security behavior of social
media users. The findings revealed a significant and positive relationship between perceived
usefulness of security protection technologies and information security behavior.
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Alternatively, using information security practices (e.g., anti-virus software, firewalls, strong
passwords, and backing up information) were positively influenced by the perceived
usefulness of utilizing security protection technologies.
Similar results were found in several other studies. Ng and Rahim (2005), for
example, examined the technology acceptance model and showed that perceived usefulness
of security technology encouraged users to employ antivirus software, firewalls, and backups
to counter potential security threats (as cited in Khan, 2016). Another study employed the
same model to analyze the behavior of people on Facebook and likewise determined that
perceived usefulness was significant in predicting user behavior on social media (Rauniar et
al., 2014).
Based on this evidence, IT professionals and social media developers are advised to
take the following steps. First, they should help social media users better understand the
usefulness of employing security protection technologies, such as firewalls and anti-virus
software, which ensure security on social media and prevent cyberattacks. Second, they
should better communicate the usefulness of reading all policies and terms of services of
social networks upon first use, as well as any amendments thereof. This step aids social
media users in protecting their privacy and information as well as in being more aware of
what is safe to share and post on their social media accounts. Third, IT professionals and
social media developers should highlight the usefulness of configuring privacy settings based
on user needs and purposes to protect social media users’ privacy and information. Fourth,
they should communicate the usefulness of choosing strong passwords that are hard to guess
and of changing them periodically to ensure security on social media and prevent
unauthorized access. Fifth, they should communicate the usefulness of periodically backing
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up account data, enabling users to restore and protect social media accounts from data loss.
Finally, IT professionals and social media developers should stress the importance of
avoiding suspicious social media attachments to help users increase their information
security and protect their information.
Hypothesis 3. The third hypothesis investigated the relationship between the
perceived ease of use of security protection technologies and the information security
behavior of social media users. The results revealed a strong, positive linear relationship
between the perceived ease of security protection technologies and the information security
behavior of social media users. In other words, social media users who believed using
security protection technologies to be easy were more likely to use all available security
practices to secure their information.
Similar findings were observed in a number of previous studies. Park et al. (2014)
determined that the primary factors influencing user behavior with games on social
networking services were perceived ease of use, usefulness, and user acceptance. Moreover,
Pavlou (2003) determined perceived ease of use, risk, and trust as important constructs when
attempting to understand uncertainty within the realm of e-commerce.
Despite the importance of such security measures as demonstrated in numerous
studies, in the present study, more than 20% of participants encountered difficulties using
and updating firewalls, anti-virus software, and anti-spyware/phishing software, as shown in
Figure 9.
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It is easy to use and regularly update firewalls, anti-vims, and anti-spyware/phishing software
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Figure 9. Ease of use for firewall, anti-virus, and anti-spyware/phishing software.
Thus, this study recommends that IT professionals and social media developers
facilitate all steps and processes that encourage social media users to download, install,
utilize, and update firewalls and anti-virus software. Another problem was that over 27%
percent of participants claimed that social media polices and terms of service were not
understandable (see Figure 10). This means that social media users employed social media
services without knowing their rights. To remedy this issue, IT professionals and social
media developers should always use Plain English, writing policies and terms of service in
easily understandable language to help users be aware of their rights. Furthermore, IT
professionals and social media developers should develop and design user-friendly pages on
configuring security/privacy settings that encourage social media users to understand and
configure their privacy settings based on their individual needs. Moreover, such services
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should make it easy to change passwords and provide the best guidelines possible for
selecting strong passwords.

It is easy to read and tuiderstand policies and tenns of services of social networks
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Figure 10. Ease of use for understanding social media network policies and terms of service.
As shown in Figure 11, more than 23% of participants encountered difficulties
backing up their social media account data. As a solution to this problem, the process of
backing up and restoring account data should be better designed and explained in more
detail.
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It is easy to pe11odically back up my data of my social medi~ accotu1ts.
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Figure 11. Ease of use for backing up social media account data.
Hypothesis 4. The fourth hypothesis investigated the relationship between the selfefficacy of information security and the information security behavior of social media users.
The findings suggested a strong positive linear relationship between the self-efficacy of
information security and the information security behavior of social media users. In other
words, social media users with strong skills using information security technologies were
more likely to take all possible steps to secure their information.
These findings supported those of previous studies. The vast majority of information
security researchers have stressed self-efficacy’s importance in shaping information security
behavior. Definitions of self-efficacy tend to emphasize information security, computer
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security, security protection technologies, and public perceptions of the importance of and
need to comply with information system policies. Rhee et al. (2009), for example, found that
people displaying strong self-efficacy had a greater perception of the importance of
information security and a greater willingness to apply all available security practices to
ensure their security. Ng et al. (2009) showed self-efficacy to have a positive effect on
computer security behavior, and Vance et al. (2012) found that self-efficacy enabled
employees to more accurately follow security policies by influencing their belief in their
abilities. Claar and Johnson (2010) determined self-efficacy to be a significant construct for
maintaining users’ ability to set up and employ security protection technologies on their own
computers. Based on the findings of these studies and those of the present study, self-efficacy
in information security has been shown to greatly influence user behavior when employing
and complying with security measures.
As shown in Figure 12, more than 21% of participants were found lacking in their
ability to use anti-virus software and firewalls. As a consequence, IT experts and social
media developers should design more user-friendly user interface systems for such programs.
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I am confident I can use and regttlarly update my firewalls, anti-virus, and anti-spyware/phishing
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Figure 12. Self-efficacy of firewall, anti-virus, and anti-spyware/phishing software.
As shown in Figure 13, it was also observed that more than 23% of participants could
not read and understand social media polices and terms of service. Thus, IT professionals and
social media developers should use simpler language to make it easier for users to read and
understand their rights and to be more knowledgeable about what they should and should not
share with other users.
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Figure 13. Self-efficacy of social networking policies and terms of service.
As shown in Figure 14, more than 22% of participants lacked the skills to back up
and restore their data on social media networks. As a solution, the steps to back up and
restore such data should be explained in greater detail with tutorials that include picture,
sound, and/or video instructions. Such improvements would help social media users more
easily backup and restore their account data and thereby avoid data loss.
IT professionals and social media developers should also create services that provide
more detailed recommendations about choosing strong passwords and that send reminders to
change them periodically. This would increase the self-efficacy of social media users,
making them more capable of securing their information on social media networks and
preventing unauthorized access.
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Figure 14. Self-efficacy of backing up users’ social media account data.
Hypothesis 5. To answer the fifth hypothesis, locus of control was used as a
moderating variable to examine its moderating influence on the relationship between the
technology acceptance of security protection technologies, perceived usefulness of security
protection technologies, perceived ease of use of security protection technologies, selfefficacy of information security, and information security behavior of social media users.
The results indicated that social media users who believed they could control their
actions and make their own decisions moderated the relationship between technology
acceptance of security protection technologies and information security behavior, in contrast
to social media users who believed that their actions were under the control of others.
Alternatively, social media users with an internal locus of control had a higher acceptance of
92

security protection technologies than those with an external locus of control and used all
possible practices to secure their information.
In addition, the findings suggested that the relationship between the perceived
usefulness of security protection technologies and the information security behavior was
moderated in favor of social media users who believed they had agency in making their own
decisions. In other words, social media users who believed that they were responsible for
their decisions had a stronger belief that using security protection technologies improved
their information security behavior and used all possible practices to secure their information,
in contrast with social media users who believed that they could not make their own
decisions. Moreover, the findings indicated that the relationship between the perceived ease
of use of security protection technologies and the information security behavior of social
media users was moderated in favor of internal locus of control. Alternatively, social media
users who believed they were responsible for their own decisions and results had a stronger
belief that utilizing security protection technologies was an unchallenging task that could
improve their information security behavior and subsequently applied all available security
precautions to secure their information, in contrast with social media users who did not
believe they were responsible for their own decisions.
Similar findings were observed in previous studies. For example, Whitty et al. (2015)
showed that individuals with an internal locus of control were less likely to be involved in
risky security behavior, such as revealing their passwords. Joseph et al. (2013) investigated
the role of locus of control in unsafe flying behavior. Pilots were found to have less external
than internal locus of control, and there was a significant correlation between amount of
unsafe behavior and internal locus of control; greater internal locus of control correlated with
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safer behavior from pilots, who showed greater confidence in their own abilities and thought
they were less exposed to danger.
Along similar lines, Wei and Si (2013) found that locus of control had a moderating
influence on the relationship between supervisors’ abusive behavior and counterproductive
work behavior among employees. Counterproductive work behavior is to make a conscious
effort to go against the best interests of the organization one works for, one’s supervisors and
co-workers, as well as other stakeholders (Gruys & Sackett, 2003; Wei & Si, 2013).
Furthermore, an association has been shown between abusive behavior from supervisors and
employees displaying abnormal behavior at work (Tepper et al., 2009; Wei & Si, 2013).
Overall, such studies have viewed locus of control as a moderating factor on the way
people understand the events that happen around them. People interpret events and
situations according to various internal factors—such as their own abilities—or based on
external factors—such as their interactions with other people, the opportunities they have,
and even divine intervention (Spector, 1982; Wei & Si, 2013). Different examples have
shown that the relationship between negative employee behavior and abusive supervisor
behavior is moderated by locus of control, which reduces the likelihood of employees
engaging in counterproductive work behavior against their employer; ultimately, this
relationship has been shown to be stronger when the employee has external locus of control
(Wei & Si, 2013).
Finally, in the present study, the relationship between the self-efficacy of information
security and the information security behavior of social media users was moderated in favor
of social media users with an external locus of control. In other words, social media users
who believed their actions were under the authority of someone else and under continuous
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support and supervision had strong skills using security protection technologies and used all
possible practices to secure their information, in contrast with social media users who
believed that they could make their own decisions.
This finding demonstrated the importance of providing comprehensive steps and
processes showing why and how social media users can take fuller advantage of security
protection technologies to secure their information. Also based on this evidence, information
security professionals and social networks developers are advised to create and apply special
plans and virtual programs targeting groups of social media users to improve their skills in
using security protection technologies efficiently.
Limitations
As with all research, the present study had several limitations and concerns. These
included the availability of participants; their honesty when answering questions; the location
of the study at a single university in Saudi Arabia, which limited the scope of the findings;
and the small sample size, which made it impossible to generalize the findings. The study
also had several delimitations. Participants were drawn from only one university and were all
Arabic-speakers and students. The researcher used only those aspects of the theories
employed that were relevant to the study and would help determine the validity of the
hypotheses. Finally, the researcher focused on behavior that affected information security
behavior when using social networks, ignoring the relevant security software itself.
Research Implications
As the use of social networks continues to increase rapidly, so too do the security
threats to these networks. Despite this situation, limited research has been conducted to
measure the information security behavior of social media users. The findings of this study
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thus contribute to our current understanding of social media user behavior. The study can
also help determine the most effective ways to reduce security threats while improving
information systems. Furthermore, the majority of previous research has aimed to enhance
the technical side of this issue by designing and programming new security technologies,
such as firewalls, anti-virus software, and anti-spyware/phishing software. However, the
present study concentrated on actual user behavior when interacting with this technology.
The findings highlighted the importance of understanding social media users’ acceptance
level of security protection technologies in addition to their self-efficacy level in information
security. This deeper understanding could be used to improve those technologies by making
them more effective and easier to use. These and similar findings might also pave the way for
better security protection technology against hacking and security breaches on social media
networks.
This study also has important implications for social media developers and
information security professionals who could create superior security plans and procedures
that ensure information security on social networks. This could be achieved by considering
those factors found to have the greatest influence on users’ information security behavior,
including perceived usefulness, perceived ease of use, self-efficacy, and locus of control. For
example, social media developers and information security professionals could design and
apply special informative sessions or programs that assist social media users to change their
attitudes toward the usefulness and self-efficacy of security protection technologies. In such
programs, they would learn how information security threats and attacks on social networks
could negatively impact their accounts and lives. In addition, educators and professionals in
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social networks and information security might develop virtual programs to train social
media users to deal with common security issues.
Furthermore, developers could use the moderator variable in this study (i.e., locus of
control) to design programs targeting specific groups or types of social media users. For
instance, to improve social media users’ behavior regarding security protection technologies,
users could receive frequent pop-up messages to remind them to read updated policies and
terms of service; avoid suspicious followers, attachments, and links; periodically back up
their data; choose strong passwords; and change their passwords regularly.
Future Research
This study examined how three factors—technology acceptance of security protection
technologies, self-efficacy of information security, and locus of control—affected the
information security behavior of social media users. Future research on information security
behavior could focus on different personality factors that might reveal other significant
weaknesses in information security behavior in addition to contributing to current knowledge
on security behavior. Another avenue of research would be to use the same variables but with
different research methods, such as an experimental methodology. Future research could also
draw data from more than one university in different regions of Saudi Arabia to be able
generalize the findings. It would also be interesting to conduct a comparison study between
this and other studies in different countries. Finally, self-efficacy could be used in future
research as a moderating variable to investigate its impact on the relationship between other
variables.
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Appendix B: Informed Consent of Participants
Inf orm e d Consent
Purpose and Duration of This Resea rch :
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in Winter 2017 for a duration of one semester.
Subject Participa tion and Duration :
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by social media security specialists as well as universities and organizations to better control security
according to users' behavior on social media.

Dissemination of Research Res ults :
The results of this study will be presented within my PhD dissertation and will be disseminated with
the university. This work will also be submitted for publication in academic journals. Your participation
and responses are anonymous. All personal information gathered in this study will be kept completely
confidential. No reference will be made in written or oral materials that could link you to this study. All
records will be stored In a locked facility after completion of the study and will be stored In a password
protected secured computer.
Participant Con s ent:
I have read all of the above Information regarding the research steps, risks probabilities, and
benefit to me. Moreover, all my unclear points and questions have been answered elaborately. I
consent to volunteer and participate i n the study by choosing the • 1 Ag ree " button bellow.

If you have any questions or concerns regarding this consent form , please contact:

Researcher :
Abdullah Almuqrin
PhD Student at College of Technology, Eastern M ichigan University
aalmuqri@emich.edu

+ 1 313-394-9030

Advisor : D r . Yichun Xie
Professor at College of Technology, Eastern Michigan University
yxie@emich . edu
(734) 487- 7588

For Information about your right s as a participant in research , you can contact the E astern Michigan
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Do you consent to participate in this research project?

I Agree
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Appendix C: Survey
Demographic
Q2 What is your

age?

Gender:

o

Ma le
O Female

Education :

o

High school

0 Some college
0 Bachelo r

o

Master
0 Ph.D.
0 Other

Major
0 Science
0 Education
0 Engineering
o Medical
o Management
0 Computer
0 Art
0 Other

General Information
Q6 Do you have a social media account, such as Facebook,
Twitter, Snapchat, etc.?

o

Yes

0 No

Do you have more than one social media account, such as
Facebook, Twitter, Snapchat, etc.?

O Yes
0 No
How many years have you been using social media?
0 None less than 1 year
1 year to less than 3 years
O 3 years to less than 5 years
O 5 years or more

o

Has your social media account(s) ever been hacked?

o

Yes

0 No

Do you know anyone whose social media account(s) has been
hacked?

o

Yes

0 No
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Perceived Usefulness
This section helps to measure the perceived usefuln ess of security protection technology.
For each of the fo llowing sentences, please select your response from I to 5. Where I "strongly
disagree," 2 "somewhat disagree," 3 " neutral," 4 "somewhat agree," and 5 "strongly agree."
Strongly Agree Neutral Disagree Strongly
Agree
(4)
(3)
(2)
Disagree
(5)

(I)

0

0

0

0

0

2. It is useful to understand policies
and terms of services of social
media networks to protect my
privacy and information.

0

0

0

0

0

3. It is useful to configure security and
privacy settings on my social media
accounts to protect my privacy and
information.

0

0

0

0

0

4. It is useful to use strong passwords

0

0

0

0

0

5. It is useful to periodically back up
my data of my social media
accounts to protect my social media
accounts from data loss.

0

0

0

0

0

6. It is useful to avoid downloading or
opening suspicious and unknown
social media links and attachments
to ensure security.

0

0

0

0

0

7. It is usefu l to pay attention to the
social media system warning
messages to ensure security of my
social media accounts, privacy and
information.

0

0

0

0

0

1. It is usefu l to use and regularly
update firewalls, anti-virus, and
anti-spyware/phishing software to
ensure security on social media and
prevent any cyberattacks.

and update them regularly to ensure
security on social media and prevent
unauthorized access.
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Perceived Ease of Use
This section helps to measure the perceived ease of use of security protection technology.
For each of the following sentences, please select your response from 1 to 5. Where 1 "strongly
disagree," 2 "somewhat disagree," 3 "neutral," 4 "somewhat agree," and 5 "strongly agree."
Strongly
Agree

Agree
(4)

Neutral
(3)

Disagree
(2)

(5)

,~

Strongly
Disagree
(1)

1. It is easy to use and regularly
update firewalls, anti-vims, and
anti-spyware/phishing software

0

0

0

0

0

2. It is easy to read and understand
policies and terms of services of
social networks

0

0

0

0

0

3. It is easy to configure security and
privacy settings on my social media
accounts.

0

0

0

0

0

4. It is easy to set strong passwords
and update them regularly on my
social media accounts.

0

0

0

0

0

5. It is easy to periodically back up my
data of my social media accounts.

0

0

0

0

0

6. It is easy to know and avoid
downloading or opening suspicious
and unknown social media links and
attachments.

0

0

0

0

0

0

0

0

0

0

7. It is easy to pay attention to the
social media system warning
messages.
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Self-efficacy
This section helps to measure the self-efficacy of information security. For each of the
fo llowing sentences, please select your response from I to 5. Where I "strongly disagree," 2
"somewhat disagree," 3 "neutral," 4 "somewhat agree," and 5 "strongly agree."

Strongly
Agree

Agree
(4)

Neutral
(3)

Disagree
(2)

(5)

Strongly
Disagree
(1)

0

0

0

0

0

2. I am confident I can read and
understand policies and terms of
services of social networks.

0

0

0

0

0

3. 1 am confident I can configure
security and privacy settings on my
social media accounts.

0

0

0

0

0

4. I am confident I can set strong
passwords on my social media
accounts and update them regularly.

0

0

0

0

0

5. I am confident I can periodically
back up my data of my social media
accounts.

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

1. I am confident l can use and

regularly update my firewalls, antivirus, and anti-spyware/phishing
software.

6. 1 am confident l can know and
avoid downloading and opining
suspicious and unknown social
media links and attachments.
7. I am confident I can handle the
social media system warning
messages.
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Security Behavior

This section helps to measure information security behavior. For each of the fo llowing
sentences, please select your response from 1 to 5. Where 1 "strongly disagree," 2 "somewhat
disagree," 3 "neutral," 4 "somewhat agree," and 5 "strongly agree."
Strongly
Agree

,~

Neutral
(3)

Disagree
(2)

Strongly
Disagree

(5)
0

0

0

0

())
0

2. I regularly update my firewalls,
anti-virus, and antispyware/phishing software.

0

0

0

0

0

3. I usually read and understand
policies and terms of services of
social media that I use.

0

0

0

0

0

4. I usually configure security and

0

0

0

0

0

0

0

0

0

0

0

0

0

0

0

7. I periodically back up my data of
my social media accounts.

0

0

0

0

0

8. I always do not download or open

0

0

0

0

0

0

0

0

0

0

1. I am cw-rently using firewalls, antivirus, and anti-spyware/phishing
software.

,~

Agree
(4)

privacy settings on my social media
accounts.
~

5. I always use strong passwords on

~

my social media accounts.

,~
,~
,~

6. I update my passwords regularly on
my social media accounts.

suspicious or unknown social media
links and attachments.

9. I always pay attention to the social
media system security warning
messages.
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Locus of control

Each question bas two statements. Please read and select one of the two statements
that you agree with the most. There is no right or wrong answer.

1.

I

0 a. Many of the unhappy things in people' s lives are partly due to bad luck.
0
b. People's misfortunes result from the mistakes they make.
2.

I

0
0

a. There will always be wars, no matter how hard people try to prevent them.
b. One of the major reasons why we have wars is because people do not take

enough interest in politics.

J

3.

0

a. Unfortunately, an individual 's worth often passes unrecognized no matter

how hard he tries.
0
b. In the long run, an individual gets the respect he/she deserves in this world.
4.

0

a. Most students do not realize the extent to which their grades are influenced

by

0

accidental happenings.
b. The idea that teachers are unfair to students is nonsense.

5.

I

0
0

a. Without the right breaks, one cannot be an effective leader.
b. Capable people who fai l to become leaders have not taken advantage of their

opportunities.
6.

I

0
0

a. No matter how hard you try, some people just don't like you
b. People who cannot get others to like them do not understand bow to get

along with others.
7.

I

0
0

a. I have often found that what is going to happen will happen.
b. Trusting fate has never turned out as well for me as making a decision to take

a definite course of action.
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8.

0

a. Many times exam questions tend to be so unrelated to course work that is

why studying is really useless.
0
b. In the case of the well-prepared student, there is rarely if ever such a thing as
an unfair test.

9.
0

a. Getting a good job depends mainly on being in the right place at the right

time.
0 b. Becoming a success is a matter of hard work; luck bas little or nothing to do with it.
10.

0

a. This world is run by the few people in power, and there is not much the little

guy can do about it.
0
b. The average citizen can have an influence in government decisions.
11.

0

a. lt is not always wise to plan too far ahead because many things turn out to be

a matter of good or bad fortune anyhow.
0
b. When I make plans, I am almost certain that I can make them work.
12.

0
0

a. Many times, we might just as well decide what to do by flipping a coin.
b. In my case, getting what I want bas little or nothing to do with luck.

0

a. Sometimes I feel that I do not have enough control over the direction my life

13.

is taking.
0
b. What happens to me is my own doing.

Thank you for your
participation
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Appendix D: Approval of Collecting Data from Saudi University
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Appendix E: Five Subgroups of Technology Acceptance
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Appendix F: Five Subgroups of Information Security Behavior
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Appendix G: Five Subgroups of Perceived Usefulness
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Appendix H: Five Subgroups of Perceived Ease of Use
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Appendix I: Five Subgroups of Self-Efficacy
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